


Q1. WHAT IS A HYBRID DATA CENTER?

Network Security Network security is an organization’s strategy and provisions for ensuring the security of its assets and all network
traffic. This means taking physical and software preventive measures to protect the network from unauthorized access, modification,
destruction and misuse. A Hybrid Data Center can create a secure platform and environment for computers, users and programs.
 
The modern, hybrid data center enables greater IT efficiency, automation, and agility, supporting the delivery of new application
workloads across dynamic network fabric and virtual machine infrastructure. Use of a hybrid data center is an evolution strategy that
allows organizations to create the right mix of cloud and traditional IT to suit their needs.
 
Workload Locations

On-premises Data Center–a physical deployment on an organization’s premises that houses its computing and networking
equipment.
Private Cloud–a hosted compute, server and infrastructure service owned and managed by a third-party service provider or org.
Public Cloud–compute, server and application services from a cloud provider.
Hybrid Data Center–organizations can deploy a "lift and shift" approach where application workloads move across servers and
network  infrastructure located within physical data centers and across multi-cloud environments (private, public and hybrid clouds).

 
A hybrid data center allows organizations to extend data centers into cloud services. This enables flexible scaling for network, storage
and compute demand surges. Hybrid data centers offer security, performance and reliability with agility, scalability and cost savings
across on-premises data centers and multiple public, private and hybrid clouds.



Q2. WHAT IS DNS?

Each device connected to the internet has an IP address. The domain name system, or DNS, is a protocol that translates a user-friendly
domain name, such as www.paloaltonetworks.com, to an IP address – in this case, 199.167.52.137. DNS is ubiquitous across the
internet. Without it, we’d have to memorize random strings of numbers, which our brains aren’t equipped to do very well.
 
How DNS Works?

You, the user, initiate a query by typing www.paloaltonetworks.com into your browser. The query is sent to a DNS resolver, a
computer usually provided by an IP provider. It is the DNS resolver’s job is to track down the IP address.
The resolver queries one of the root servers. Root servers are distributed around the world and hold the locations of all top-level
domains – TLDs – such as .com, .edu, and .net. The root server sends a response back to the resolver.
The resolver can now notify the TLD server. The TLD server doesn’t hold the IP address you’re looking for, but it knows the locations
of the name servers for Palo Alto Networks.
The DNS resolver queries one of the name servers. This time, the server knows the IP address and responds with an address record.
The DNS resolver sends the IP address – 199.167.52.137 – back to your computer, and the website loads in your browser.

 
All this happens in the background in mere milliseconds. Sites like google.com or paloaltonetworks.com may have multiple IP
addresses, which can speed up DNS lookup times. There may be millions of people looking for the same information at the same time,
even from different countries around the world, and these queries will likely go to different servers, distributed worldwide.
 
DNS information is cached on your computer and on the servers used by your ISP. Once the IP address for paloaltonetworks.com is
saved, your computer no longer needs to access a DNS resolver to resolve the name with its IP address.
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Q3. WHAT IS A SD-WAN?

A software-defined wide area network, or SD-WAN, is a virtualized service that connects and extends enterprise networks over large
geographical distances. WANs use links such as multiprotocol label switching (MPLS), wireless, broadband, virtual private networks
(VPNs) and the internet to give users in remote offices access to corporate applications, services and resources, allowing them to carry
out daily functions regardless of location. SD-WAN monitors the performance of WAN connections and manages traffic in an effort to
maintain strong speeds as well as optimize connectivity.
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Q4. HOW DOES SD-WAN WORK?

SD-WAN separates the control and management processes from the underlying networking hardware, making them available as
software that can be easily configured and deployed. A centralized control pane means network administrators can write new rules and
policies, and then configure and deploy them across an entire network at once.
 
SD-WAN makes it easier to manage and direct traffic across a network. With traditional networking approaches like MPLS, traffic
created in the branch is returned, or “backhauled,” to a centralized internet security point in a headquarters data center. Backhauling
traffic can lower application performance, which leads to reduced productivity and poor user experience. Because MPLS networks are
private networks built for one given organization, they are considered reliable and secure, but they are expensive. Moreover, MPLS is
not designed to handle the high volumes of WAN traffic that result from software-as-a-service, or SaaS, applications and cloud adoption.
 
Compared to traditional WANs, SD-WANs can manage multiple types of connections, including MPLS, broadband, LTE and others, as
well as support applications hosted in data centers, public and private clouds, and SaaS services. SD-WAN can route application traffic
over the best path in real time. In the case of cloud, SD-WAN can forward internet- and cloud-bound traffic to directly out the branch
without backhauling.



Q5. WHAT ARE THE BENEFITS OF SD-WAN?

SD-WAN offers many benefits to geographically distributed organizations, including:
 
Simplicity: 
Because each device is centrally managed, with routing based on application policies, WAN managers can create and update security
rules in real time as network requirements change. In addition, combining SD-WAN with zero-touch provisioning – a feature that helps
automate the deployment and configuration processes – organizations can further reduce the complexity, resources and opex required
to turn up new sites.
 
Improved performance: 
By allowing efficient access to cloud-based resources without the need to backhaul traffic to centralized locations, organizations can
provide better user experience.
 
Reduced costs: 
Network administrators can supplement or substitute expensive MPLS with broadband connectivity options.



Q6. WHAT IS A FIREWALL?

A firewall is a network security device that grants or rejects network access to traffic flows between an untrusted zone (e.g., the Internet)
and a trusted zone. By year-end 2019, 90-percent of enterprise internet connections for the installed base will be secured using next-
generation firewalls. A NGFW provides the following capabilities:
 
User Identity Awareness and Protection: The user identity feature on NGFWs identifs users in all locations, irrespective of device
types and operating system. However, the issue of user identity goes beyond classifying users for policy reporting. Protecting user
identity is equally important. The 2017 Verizon Data Breach Investigation Report found that 81-percent of hacking-related breaches
leveraged weak and/or stolen credentials2. Attackers use stolen credentials to access an organization, move laterally, and escalate
privileges for unauthorized applications and data. A NGFW enforces capabilities like machine learning based analysis and multi-factor
authentication (MFA) to prevent credential theft and subsequent abuse – and preserve the user identity.
 
Detect and Prevent Advanced Threats: Most modern malware, including ransomware variants, leverage advanced techniques to
transport attacks or exploits through network security devices and tools. An NGFW utilizes systems that can identify evasive techniques
and automatically counteract them.  For eg. It uses multiple methods of analysis to detect unknown threats like static analysis with
machine learning, dynamic analysis and bare metal analysis. Hence the threat detection and prevention can be supported at mass scale
across the network, endpoint and cloud.
 
Secure Encrypted Traffic: Most enterprise web traffic is now encrypted, and attackers exploit encryption to hide threats from security
devices.  An NGFW allows security professionals to decrypt malicious traffic to prevent threats, while at the same time preserving user
privacy – with predictable performance.
 



Q6. WHAT IS A FIREWALL? (Continued...)

Application Usage, Visibility and Control: Users are accessing diverse types of apps, including SaaS apps, from varying devices and
locations. Some of these apps are sanctioned, some tolerated and others unsanctioned. Security administrators want to have complete
control over usage of these apps and set policy to either allow or control certain types of applications and deny others.  An NGFW
provides complete visibility into application usage, along with capabilities to understand and control their use. For example, understand
usage of application functions, such as audio streaming, remote access, posting documents etc., and then enforce granular controls
over usage, such as uploading and posting to Facebook, file sharing on Box and file transfer.
 
Architecture Matters: As the number of needed security functions continues to increase, there are two options: add another security
device or add a function to an existing device. When the NGFW is built on the right architecture, it’s possible to add a function to a next-
generation firewall, instead of adding another security device. This type of integrated approach offers benefits and advantages that
discrete devices cannot.
 
Deployment Flexibility: NGFWs are available in both physical and virtual form factors to fit a variety of deployment scenarios and
performance needs.Shared Threat Intelligence: Organizations rely on multiple source of threat intelligence to ensure the widest possible
visibility into emerging threats, but they struggle to aggregate, correlate, validate and share indicators across different feeds. An NGFW
automatically transforms this information into actionable controls that prevent future attacks.
 
Deployment Flexibility: NGFWs are available in both physical and virtual form factors to fit a variety of deployment scenarios and
performance needs.
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Q7. WHAT IS A VPN?

A Virtual Private Network (VPN) uses a public network—such as the Internet—to enable remote users and sites to connect securely to
the corporate network. Two types of VPNs are a remote access VPN, and a site-to-site VPN. Corporate networks and their intranets are
most often built on site-to-site VPNs, where the Local Area Network (LAN) of each work location—to very little geographical restriction—
can be connected together to form a secured Wide Area Network (WAN) on which company resources can be shared. Remote Access
VPNs allow individual users to connect to the corporate network remotely.
 
On VPNs, data travels over the Internet securely through a tunneling protocol, where it is encrypted using Secure Sockets Layer (SSL)
or Internet Protocol Security (IPSec). The tunneling protocol also encapsulates, or wraps, the data with routing information for the
receiving user. Once received, the remote access connection is then authenticated using an AAA server, which authenticates the user,
authorizes access, and accounts all activity while logged in. Common authenticating servers include Remote Authentication Dial-in User
Service (RADIUS), Lightweight Directory Access Protocol (LDAP), and Active Directory (AD) among others.



Q8. HOW TO SAFELY ENABLE MICROSOFT APPS ON THE 

On the network, physical and virtualized form factors can be deployed and extended into the cloud, offering key capabilities required to
safely enable Microsoft applications, including Azure® and Office 365® environments.
 
Identification & Control
The next-generation firewall natively classifies all network traffic – applications, threats and malware – regardless of port, encryption or
evasive techniques employed. Clearly identified application functions can be used as the basis for security controls and policy to
dramatically reduce the organization’s attack footprint and minimize risk. In addition, security professionals can map application usage to
user and device type to increase traffic visibility and control to safely enable the use of any Microsoft application crossing the network,
regardless of user or device type.
 
Prevent Known & Unknown Threats
Inspecting and blocking known threats, such as vulnerability exploits or malware, and identifying and blocking unknown threats are key
capabilities for safely enabling  Microsoft applications on the network. The next-generation firewall, featuring real-time threat prevention
and content control, coupled with the threat intelligence cloud,  offers protection from threats, both known and unknown. The content
control capability limits unauthorized data transfer and detects and blocks a wide range of threats, while the threat intelligence cloud
identifies unknown malware, zero-day exploits, and advanced persistent threats (APTs) through static and dynamic analysis in a
scalable, virtual  environment, automatically disseminating updated protections  globally in near-real time. This dramatically improves
businesses’ future threat  sprevention capabilities.

NETWORK?



Q8. HOW TO SAFELY ENABLE MICROSOFT APPS ON THE 

:Consistent Protection
To achieve consistent protection of your valuable data, regardless of location, the next-generation firewall can be deployed in a purpose-
built platform, with the ability to scale from a branch office location to a high-speed data center, or in a virtualized form factor to support
cloud-based computing needs. Security policies can then be extended to control which devices can access which applications and
network resources, resulting in a comprehensive security policy – from the organization’s network boundary to wherever users and
devices are located.

NETWORK? (Continued...)



Q9. WHAT IS QUALITY OF SERVICE (QoS)?

Quality of Service (QoS) is a set of technologies that work on a network to guarantee its ability to dependably run high-priority
applications and traffic under limited network capacity. QoS technologies accomplish this by providing differentiated handling and
capacity allocation to specific flows in network traffic. This enables the network administrator to assign the order in which packets are
handled, and the amount of bandwidth afforded to that application or traffic flow.
 
Measurements of concern to QoS are bandwidth (throughput), latency (delay), jitter (variance in latency), and error rate. This renders
QoS of particular importance to high-bandwidth, real-time traffic such as voice over IP (VoIP), video conferencing, and video-on-demand
that have a high sensitivity to latency and jitter. These applications, with minimum bandwidth requirements and maximum latency limits,
are called “inelastic.”
 
The QoS mechanisms for ordering packets and allotting bandwidth are queuing and bandwidth management respectively. Before they
can be implemented however, traffic must be differentiated using classification tools. The classification of traffic according to policy
allows organizations to ensure the consistency and adequate availability of resources for their most important applications.
 
Traffic can be classified crudely by port or IP, or using a more sophisticated approach such as by application or user. The latter
parameters allow for more meaningful identification, and consequently, classification of the data.
 
Next, queuing and bandwidth management tools are assigned rules to handle traffic flows specific to the classification they received
upon entering the network.



Q9. WHAT IS QUALITY OF SERVICE (QoS)? (Continued)

The queuing mechanism allows for packets within traffic flows to be stored until the network is ready to process it. Priority Queuing (PQ)
is developed to ensure the necessary availability and minimal latency of network performance for the most important batches of
applications and traffic by providing an assigned priority and specific bandwidth to them based on their classification. This ensures the
most important activities on a network are not starved of bandwidth by activities of lower priority. Applications, users, and traffic can be
batched in up to 8 differentiated queues.
 
Bandwidth management mechanisms measure and control traffic flows on the network to avoid exceeding its capacity and the resulting
network congestion that occurs. Mechanisms for bandwidth management include traffic shaping, a rate limiting technique used to
optimize or guarantee performance and increase usable bandwidth where necessary, and scheduling algorithms, which offer varied
methods for providing bandwidth to specific traffic flows.
 
Depending on the provider, the above services and controls can be managed and consolidated down to a single box. Such is the case
for QoS via Palo Alto Networks firewalls. Thus, to communicate QoS measures and classification outside the box and downstream
network infrastructure, Differentiated Services Code Point (DSCP) is implemented. DSCP marks each packet based on its classification,
and communicates this to each box the packet travels through, ensuring a consistent implementation of QoS policy.
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Q10. WHAT IS REMOTE ACCESS?

Remote access allows end users to access resources on the corporate network from a distant location. The most common function of
remote access is to enable employees who are traveling or telecommuting to connect to the company network and access resources
such as internal applications, intranet, mail services, and file sharing.
 
In the past, remote access was a service that companies provided through dial-up modems. In order to avoid the expense of long
distance or toll-free phone lines, companies started adopting remote access methods that took advantage of public networks over the
internet. The evolution of internet technology led to a parallel growth in remote access with more adaptive and secure options.
 
Virtual Private Networks
The predominant method of providing remote access is via a Virtual Private Network (VPN) connection. Normally, a user has no
expectation of privacy on a public network, as their network traffic is viewable by other users and system administrators. A VPN creates
a “tunnel” that passes traffic privately between the remote network and the user. The tunnel protects the traffic and keeps it safe from
being intercepted or tampered with.
 
VPNs are commonly implemented using the protocols IPsec or SSL. Both are in popular use, but the main difference is the layer of
network traffic it secures. An IPsec connection requires client software (provided by a third party or by the operating system), whereas
an SSL VPN connection can be accessed through a web browser. However, due to the growing complexity of running code in a web
browser and the diversity of browser platforms, many SSL VPN products now use client software as well.



Q10. WHAT IS REMOTE ACCESS? (Continued...)

SSL VPNs may also provide remote access through a proxy. Proxy-based portals require remote users to connect to an intermediary
server (the SSL Portal VPN) where they are granted access to applications and resources permitted from the network administrators. A
proxy serves as an intermediary between the application and the user, providing more access control but also introducing problems with
application compatibility.
 
An emerging model of remote access provides the benefit of a tunnel for broad application support while retaining strong control over
access to applications through the next-generation firewall security policy. This approach allows administrators to safely enable remote
user activity and access on the network. Combining the benefits from earlier implementations, this model is the most secure and
practical remote access solution available today.



Q11. WHAT IS NETWORK SECURITY?

Network security is an organization’s strategy and provisions for ensuring the security of its assets and all network traffic. Network
security is manifested in an implementation of security hardware and software. For the purposes of this discussion, the following
approach is adopted in an effort to view network security in its entirety.
 
Policy
The IT Security Policy is the principle document for network security. Its goal is to outline rules for ensuring the security of organizational
assets. Employees today often utilize several tools and applications to conduct business productively. Policy driven from the
organization’s culture supports these routines and focuses on safely enabling these tools for employees. Enforcement and auditing
procedures for any regulatory compliance to which an organization is subject must be mapped out in the policy as well. 
 
Enforcement
Most definitions of network security are narrowed to the enforcement mechanism. Enforcement concerns analyzing all network traffic
flows and should aim to preserve the confidentiality, integrity, and availability of all systems and information on the network. These three
principles compose the CIA triad:
 

Confidentiality – protecting assets from unauthorized entities
Integrity – ensuring the modification of assets is handled in a specified and authorized manner
Availability – a state of the system in which authorized users have continuous access to said assets



Q11. WHAT IS NETWORK SECURITY? (Continued...)

Strong enforcement strives to provide CIA to network traffic flows. This begins with a classification of traffic flows by application, user
and content. As the vehicle for content, all applications must first be identified by the firewall regardless of port, protocol, evasive tactics
or SSL. Proper application identification provides full visibility into the content it carries. Policy management can be simplified by
identifying applications and mapping their use to a user identity while inspecting the content at all times for the preservation of CIA.
 
The concept of defense in depth is observed as a best practice in network security, prescribing for the network to be secured in layers.
These layers apply an assortment of security controls to sift out threats trying to enter the network: access control, identification,
authentication, malware detection, encryption, file type filtering, URL filtering, and content filtering.
 
These layers are built through the deployment of firewalls, intrusion prevention systems (IPS) and antivirus components. Among the
components for enforcement, the firewall (an access control mechanism) is the foundation of network security.
 
Providing CIA of network traffic flows is difficult to accomplish with legacy technology. Traditional firewalls are plagued by controls that
rely on port/protocol to identify applications – which have now developed evasive characteristics to bypass the controls – and the
assumption that IP address equates to user identity.
 
The next-generation firewall retains an access control mission, but re-engineers the technology; it observes all traffic across all ports,
can classify applications and their content, and identifies employees as users. This enables access controls nuanced enough to enforce
the IT security policy as it applies to each employee of the organization, with no compromise in security.



Q11. WHAT IS NETWORK SECURITY? (Continued...)

Additional services for layering network security to implement a defense-in-depth strategy have been incorporated to the traditional
model as add-on components. Intrusion prevention systems (IPS) and antivirus, for example, are effective tools for scanning content
and preventing malware attacks. However, organizations must be cautious of the complexity and cost that additional components may
add to its network security and, more importantly, not depend on these additional components to do the core job of the firewall. 
 
Auditing
The auditing process of network security requires checking back on enforcement measures to determine how well they have aligned
with the security policy. Auditing encourages continuous improvement by requiring organizations to reflect on the implementation of their
policy on a consistent basis. This gives organizations the opportunity to adjust their policy and enforcement strategy in areas of evolving
need.



Q12. WHAT IS A PORT SCAN?

A port scan is a method for determining which ports on a network are open. As ports on a computer are the place where information is
sent and received, port scanning is analogous to knocking on doors to see if someone is home. Running a port scan on a network or
server reveals which ports are open and listening (receiving information), as well as revealing the presence of security devices such as
firewalls that are present between the sender and the target. This technique is known as fingerprinting. It is also valuable for testing
network security and the strength of the system’s firewall. Due to this functionality, it is also a popular reconnaissance tool for attackers
seeking a weak point of access to break into a computer.
 
Ports vary in their services offered. They are numbered from 0 to 65535, but certain ranges are more frequently used. Ports 0 to 1023
are identified as the “well-known ports” or standard ports and have been assigned services by the Internet Assigned Numbers Authority
(IANA). Some of the most prominent ports and their assigned services include:
 

Port 20 (udp) – File Transfer Protocol (FTP) for data transfer
Port 22 (tcp) – Secure Shell (SSH) protocol for secure logins, ftp, and port forwarding
Port 23 (tcp) – Telnet protocol for unencrypted text commutations
Port 53 (udp) – Domain Name System (DNS) translates names of all computers on internet to IP addresses
Port 80 (tcp) – World Wide Web HTTP

 
There are standard services offered on ports after 1023 as well, and ports that, if open, indicate an infected system due to its popularity
with some far-reaching Trojans and viruses.
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Q13. WHAT DOES A PORT SCANNING SOFTWARE DO?

A port scan sends a carefully prepared packet to each destination port number. The basic techniques that port scanning software is
capable of include:
 
Vanilla– the most basic scan; an attempt to connect to all 65,536 ports one at a time. A vanilla scan is a full connect scan, meaning it
sends a SYN flag (request to connect) and upon receiving a SYN-ACK (acknowledgement of connection) response, sends back an ACK
flag. This SYN, SYN-ACK, ACK exchange comprises a TCP handshake. Full connect scans are accurate, but very easily detected
because full connections are always logged by firewalls.
SYN Scan– Also referred to as a half-open scan, it only sends a SYN, and waits for a SYN-ACK response from the target. If a response
is received, the scanner never responds. Since the TCP connection was not completed, the system doesn’t log the interaction, but the
sender has learned if the port is open or not.
KMAS and FIN Scans– an example of a suite of scans used to gather information without being logged by the target system. In a FIN
scan, an unsolicited FIN flag (used normally to end an established session) will be sent to a port. The system’s response to this random
flag can reveal the state of the port or insight about the firewall. For example, a closed port that receives an unsolicited FIN packet, will
respond with a RST (an instantaneous abort) packet, but an open port will ignore it. An XMAS scan simply sends a set of all the flags,
creating a nonsensical interaction. The system’s response by can be interpreted to better understand the system’s ports and firewall.
FTP Bounce Scan– allows for the sender’s location to be disguised by bouncing the packet through an FTP server. This is also
designed for the sender to go undetected.
Sweep scan– pings the same port across a number of computers to identify which computers on the network are active. This does not
reveal information about the port’s state, instead it tells the sender which systems on a network are active. Thus, it can be used as a
preliminary scan.



Q14. WHAT IS URL FILTERING?

URL filtering enables firms to secure web access and protection from increasingly sophisticated threats, including malware and phishing
sites.
 
How Does URL Filtering Work?
URL filtering technology compares all web traffic against a URL filtering database, permitting or denying access based on information
contained therein. Each website defined in the database is assigned to a URL category, or group, that firms can utilize in one of two
ways:

Block or allow traffic based on URL category. Create a URL Filtering profile that specifies an action for each URL category and attach
the profile to a policy. This includes categories for malware or phishing sites.
Match traffic based on URL category for policy enforcement. If the goal is for a specific policy rule to apply only to specific web traffic
categories, add the category as match criteria when creating the policy rule.

 
URL filtering is enabled through local database lookups, or by querying a master cloud -based database. Local lookups on a limited, but
frequently accessed, number of websites  ensure maximum in-line performance and minimal latency for the most frequently  accessed
URLs, while cloud lookups provide coverage for the latest sites. To account for firms’ unique traffic patterns, on-device caches store the
most recently accessed URLs, with the ability to also query a master database in the cloud for URL category  information when an on-
device URL is not found.



Q14. WHAT IS URL FILTERING? (Continued...)

Stand-Alone URL Filtering Is Insufficient 
Stand-alone URL filtering deployments, however, don’t have the right mechanisms to adequately control web browsing and prevent
threats. They cannot coordinate actions and lack application visibility and meaningful integration with other required solutions to protect
against the different attack stages and threat vectors. For example, phishing sites may be detected through an IPS or even a sandbox,
but with stand-alone URL filtering, the lack of communication between sandbox, IPS and URL filtering technologies may result in
inadequate protection of the URL request. 
 
An Integrated Approach to Prevention
Instead, the incorporation of URL filtering into a natively integrated next-generation security platform, including threat analytics and
intelligence to block both known and unknown threats, is required to adequately protect the network, endpoints and cloud services from
tactics commonly used to bypass traditional security mechanisms. A fully integrated URL filtering deployment allows enterprises to:

Safely enable web usage with the same policy control mechanisms applied to applications . 
Reduce malware incidents by blocking access to known malware and credential -phishing sites. 
Tailor web filtering controls with whitelists (i.e., allow), blacklists (i.e., block), custom categories and database customization.
Facilitate SSL-decryption policies for full visibility and threat inspection into normally  opaque traffic websites.

 
By addressing the lack of visibility and control from both the application and web content  perspective, organizations can safeguard from
the full spectrum of legal, regulatory,  productivity and resource utilization risks.



Q15. WHAT IS AN IT SECURITY POLICY?

An Information Technology (IT) Security Policy identifies the rules and procedures for all individuals accessing and using an
organization's IT assets and resources. Effective IT Security Policy is a model of the organization’s culture, in which rules and
procedures are driven from its employees' approach to their information and work. Thus, an effective IT security policy is a unique
document for each organization, cultivated from its people’s perspectives on risk tolerance, how they see and value their information,
and the resulting availability that they maintain of that information. For this reason, many companies will find a boilerplate IT security
policy inappropriate due to its lack of consideration for how the organization’s people actually use and share information among
themselves and to the public.
 
The objectives of an IT security policy is the preservation of confidentiality, integrity, and availability of systems and information used by
an organization’s members. These three principles compose the CIA triad:
 

Confidentiality involves the protection of assets from unauthorized entities
Integrity ensures the modification of assets is handled in a specified and authorized manner
Availability is a state of the system in which authorized users have continuous access to said assets

 
The IT Security Policy is a living document that is continually updated to adapt with evolving business and IT requirements. Institutions
such as the International Organization of Standardization (ISO) and the U.S. National Institute of Standards and Technology (NIST)
have published standards and best practices for security policy formation. As stipulated by the National Research Council (NRC), the
specifications of any company policy should address:



Q15. WHAT IS AN IT SECURITY POLICY? (Continued...)

1. Objectives
2. Scope
3. Specific Goals
4. Responsibilities for compliance and actions to be taken in the event of noncompliance.
 
Also mandatory for every IT security policy are sections dedicated to the adherence to regulations that govern the organization’s
industry. Common examples of this include the PCI Data Security Standard and the Basel Accords worldwide, or the Dodd-Frank Wall
Street Reform, the Consumer Protection Act, the Health Insurance Portability and Accountability Act, and the Financial Industry
Regulatory Authority in the United States. Many of these regulatory entities require a written IT security policy themselves.
 
An organization’s security policy will play a large role in its decisions and direction, but it should not alter its strategy or mission.
Therefore, it is important to write a policy that is drawn from the organization’s existing cultural and structural framework to support the
continuity of good productivity and innovation, and not as a generic policy that impedes the organization and its people from meeting its
mission and goals.
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Q16. WHAT IS AN INTRUSION PREVENTION SYSTEM?

An Intrusion Prevention System (IPS) is a network security/threat prevention technology that examines network traffic flows to detect
and prevent vulnerability exploits. Vulnerability exploits usually come in the form of malicious inputs to a target application or service that
attackers use to interrupt and gain control of an application or machine. Following a successful exploit, the attacker can disable the
target application (resulting in a denial-of-service state), or can potentially access to all the rights and permissions available to the
compromised application. 
 
Prevention
The IPS often sits directly behind the firewall and provides a complementary layer of analysis that negatively selects for dangerous
content. Unlike its predecessor the Intrusion Detection System (IDS)—which is a passive system that scans traffic and reports back on
threats—the IPS is placed inline (in the direct communication path between source and destination), actively analyzing and taking
automated actions on all traffic flows that enter the network. Specifically, these actions include:

Sending an alarm to the administrator (as would be seen in an IDS)
Dropping the malicious packets
Blocking traffic from the source address
Resetting the connection

 
As an inline security component, the IPS must work efficiently to avoid degrading network performance. It must also work fast because
exploits can happen in near real-time. The IPS must also detect and respond accurately, so as to eliminate threats and false positives
(legitimate packets misread as threats).



Q16. WHAT IS AN INTRUSION PREVENTION SYSTEM? (Continued...)

Detection
The IPS has a number of detection methods for finding exploits, but signature-based detection and statistical anomaly-based detection
are the two dominant mechanisms.
 
Signature-based detection is based on a dictionary of uniquely identifiable patterns (or signatures) in the code of each exploit. As an
exploit is discovered, its signature is recorded and stored in a continuously growing dictionary of signatures. Signature detection for IPS
breaks down into two types:

Exploit-facing signatures identify individual exploits by triggering on the unique patterns of a particular exploit attempt. The IPS can
identify specific exploits by finding a match with an exploit-facing signature in the traffic stream
Vulnerability-facing signatures are broader signatures that target the underlying vulnerability in the system that is being targeted.
These signatures allow networks to be protected from variants of an exploit that may not have been directly observed in the wild, but
also raise the risk of false positives.

 
Statistical anomaly detection takes samples of network traffic at random and compares them to a pre-calculated baseline
performance level. When the sample of network traffic activity is outside the parameters of baseline performance, the IPS takes action to
handle the situation.
IPS was originally built and released as a standalone device in the mid-2000s. This however, was in the advent of today’s
implementations, which are now commonly integrated into Unified Threat Management (UTM) solutions (for small and medium size
companies) and next-generation firewalls (at the enterprise level).

1.

2.



Q17. WHAT IS AN INTRUSION DETECTION SYSTEM? 

An Intrusion Detection System (IDS) is a network security technology originally built for detecting vulnerability exploits against a target
application or computer. Intrusion Prevention Systems (IPS) extended IDS solutions by adding the ability to block threats in addition to
detecting them and has become the dominant deployment option for IDS/IPS technologies. This article will elaborate on the
configuration and functions that define the IDS deployment.
 
An IDS needs only to detect threats and as such is placed out-of-band on the network infrastructure, meaning that it is not in the true
real-time communication path between the sender and receiver of information. Rather, IDS solutions will often take advantage of a TAP
or SPAN port to analyze a copy of the inline traffic stream (and thus ensuring that IDS does not impact inline network performance).
 
IDS was originally developed this way because at the time the depth of analysis required for intrusion detection could not be performed
at a speed that could keep pace with components on the direct communications path of the network infrastructure.
 
As explained, the IDS is also a listen-only device. The IDS monitors traffic and reports its results to an administrator, but cannot
automatically take action to prevent a detected exploit from taking over the system. Attackers are capable of exploiting vulnerabilities
very quickly once they enter the network, rendering the IDS an inadequate deployment for prevention device.
 
The following table summarizes the differences in technology intrinsic to IPS and the IDS deployment:
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Q18. WHAT IS A DATA CENTER?

A data center is a facility that centralizes an organization’s IT operations and equipment, as well as where it stores, manages, and
disseminates its data. Data centers house a network’s most critical systems and are vital to the continuity of daily operations.
Consequentially, the security and reliability of data centers and their information is a top priority for organizations.
 
Although data center designs are unique, they can generally be classified as internet-facing or enterprise (or “internal”) data centers.
Internet-facing data centers usually support relatively few applications, are typically browser-based, and have many users, typically
unknown. In contrast, enterprise data centers service fewer users, but host more applications that vary from off-the-shelf to custom
applications.
 
Data center architectures and requirements can differ significantly. For example, a data center built for a cloud service provider
like Amazon® EC2 satisfies facility, infrastructure, and security requirements that significantly differ from a completely private data
center, such as one built for the Pentagon that is dedicated to securing classified data.
 
Regardless of classification, an effective data center operation is achieved through a balanced investment in the facility and equipment
housed. The elements of a data center break down as follows:
 
Facility – the location and “white space,” or usable space, that is available for IT equipment. Providing round-the-clock access to
information makes data centers some of the most energy-consuming facilities in the world. A high emphasis is placed on design to
optimize white space and environmental control to keep equipment within manufacturer-specified temperature/humidity range.
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Support infrastructure – equipment contributing to securely sustaining the highest level of availability possible. The Uptime Institute
defined four tiers data centers can fall under, with availability ranging from 99.671% to 99.995%. Some components for supporting
infrastructure include:

Uninterruptible Power Sources (UPS) – battery banks, generators and redundant power sources.
Environmental Control – computer room air conditioners (CRAC), heating, ventilation, and air conditioning (HVAC) systems, and
exhaust systems.
Physical Security Systems – biometrics and video surveillance systems.

 
IT equipment – actual equipment for IT operations and storage of the organization’s data. This includes servers, storage hardware,
cables and racks, as well as a variety of information security elements, such as firewalls.
 
Operations staff – to monitor operations and maintain IT and infrastructural equipment around the clock.
 
Data centers have evolved significantly in recent years, adopting technologies such as virtualization to optimize resource utilization and
increase IT flexibility. As enterprise IT needs continue to evolve toward on-demand services, many organizations are moving toward
cloud-based services and infrastructure. A focus has also been placed on initiatives to reduce the enormous energy consumption of data
centers by incorporating more efficient technologies and practices in data center management. Data centers built to these standards
have been coined “green data centers.”



Q19. WHAT IS A DYNAMIC DNS?

Every device connected to the internet needs an Internet Protocol address, or IP address. The Domain Name System, or DNS, is a
protocol that translates user-friendly domain names, such as www.paloaltonetworks.com, into their corresponding IP addresses – in this
case, 199.167.52.137. The DNS is often called the phonebook of the internet.
 
Years ago, as the number of networked computers and devices increased, so did the burden on network administrators’ efforts to keep
track of IP addresses. Moreover, IP addresses were – and are – in short supply. The Dynamic Host Configuration Protocol, or DHCP,
was created to allow companies and internet service providers to assign IP addresses to computers automatically when they sign up
online as a way to recycle the same IP addresses. Dynamic DNS, or DDNS, is a service that provides a mapping between a hostname,
such as www.yourcompany.com, and your IP address.
 
What are the benefits of DDNS?

You can access your website or server from anywhere in the world without worrying about changes to your IP address. A device on
your network communicates your IP to the DDNS service periodically.
You won’t have to update all your records manually each time your IP address changes. DDNS is more economical than static DNS
in the long run.
Your network administrators don’t have to reconfigure settings for each IP address change, which frees them up to attend to your
network’s health.
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Along with the benefits, there are security risks associated with DDNS. Attackers can leverage DDNS services to change the IP
addresses that host command-and-control servers. Malware campaigns and even exploit kits can utilize DDNS services as part of their
payload distribution. By utilizing DDNS domains as part of their hostname infrastructure, adversaries can easily change the IP address
associated with given DNS records and more easily avoid detection.
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