


Q1. WHAT IS BEYONDCORP?

BeyondCorp® is a cybersecurity architecture developed at Google that shifts access control from the traditional network perimeter
to individual devices and users. The goal is to enable users to securely work anytime, anywhere and on any device without having
to use a virtual private network, or VPN, to access an organization’s resources.
 
Why Organizations use BeyondCorp?
Years ago, organizations kept all their applications and data in on-site data centers. The security model they used was based on
the notion that everything bad was outside of the perimeter and everything inside it could be trusted. However, attackers that
circumvented perimeter protections were able to quickly advance on goals with lateral movement, encountering few protection
protocols.
 
BeyondCorp came to life by posing the question, “How would you design your security if nothing could be trusted?” In other words,
how would you protect your applications if your internal network was just as untrusted as a public network?
 
This prompted many organizations to completely rethink their approach to security and look for new ways to consistently enforce
security policies across multiple, disparate environments, such on-premises data centers; cloud services, such as Google Cloud
Platform (GCP™), Amazon Web Services (AWS®) and Microsoft Azure®; software-as-a-service applications, such as Box.com and
Office 365®; and others.



Q2. HOW DOES BEYONDCORP WORK?

The two most important tenets of BeyondCorp are:
 
Controlling access to the network and applications: 
In BeyondCorp, all decisions about whether to give a person or device access to a network are made through an access control
engine. This engine sits in front of every network request and applies rules and access policies based on the context of each
request – such as user identity, device information, and location – and the amount of sensitive data in an application. It provides
organizations with an automated, scalable way to verify a user’s identity, confirm they’re an authorized user, and apply rules and
access policies. However, access control alone is not enough to ensure effective security.
 
Visibility: 
Once a user has access to an organization’s network or applications, the organization must continually view and inspect all traffic
to identify any unauthorized activity or malicious content. Otherwise, an attacker can easily move around within the network and
take whatever data they want without anyone knowing.



Q3. HOW DOES BEYONDCORP RELATE TO ZERO TRUST?

Many people are familiar with  Zero Trust, an IT security model that removes the concept of trust from a network so an
organization can better protect its assets. With Zero Trust and Zero Trust for the Cloud, everyone – whether they are inside or
outside a given organization – is required to go through several steps of security (as defined by Forrester Research, a leading
advisory firm):
 

Enable users to securely access all resources, regardless of location
Use a least-privilege strategy and strictly enforce access control
Inspect and log all traffic

 
BeyondCorp provides a foundation to build a Zero Trust implementation. The third element – inspection and logging of all traffic –
plays an important role to establish Zero Trust, because one should not presume all traffic from an endpoint is trustworthy or safe
for data. For this reason, organizations implementing BeyondCorp should also consider implementing  Zero Trust principles  to
further reduce risk.



Zero Trust  is an IT security model that eliminates the notion of trust to protect networks, applications and data. This is in stark
contrast to the traditional perimeter security model, which presumes that bad actors are always on the untrusted side of the
network, and trustworthy users are always on the trusted side. With Zero Trust, these assumptions are nullified and all users are
presumed to be untrustworthy.
 
According to Forrester Research, a leading research and advisory firm, a Zero Trust solution must:
 

Ensure only known, allowed traffic or legitimate application communication is allowed by segmenting and enabling Layer 7
policy.
Leverage a least-privileged access strategy and strictly enforce access control.
Inspect and log all traffic. Otherwise, it can be fairly simple for an attacker to gain access to a company’s network.

 
These principles may be straightforward to implement in an enterprise network, but how do they apply to the cloud? You can
apply the same concepts to the cloud by driving access through a security gateway for secure least-privileged access. However, it
has become clear that implementing a gateway is not enough for Zero Trust in the cloud. Your implementation must inspect all
traffic for all applications, or it is not truly delivering Zero Trust.

Q4. WHAT IS ZERO TRUST FOR THE CLOUD?



Implementing Zero Trust in an enterprise network is predicated on the organization itself controlling the network. It establishes
where boundaries can be placed and enforces access controls to shield sensitive applications, such as those within on-premises
data centers, from unauthorized access and lateral movement.
 
Today, it’s often more cost effective to host an application in the cloud instead of a data center. In fact, according to IDG, a leading
technology media company, more than 73% of companies now have applications or infrastructure in the cloud.1 These cloud
environments, operated by cloud service providers and SaaS vendors, are not a part of an organization’s network, so the same
type of network controls do not apply.
 
As a result, most companies:

Have applications and data spread out across multiple locations. 
Are losing insight into:
Who is accessing their applications and data, or even what devices are being used to access them (e.g., smartphones, tablets,
laptop, etc.), since most of their assets are on third-party infrastructure.
How data is being used and shared.

 
To address these issues, companies often use a variety of access technologies, depending on where their assets are. Most
companies use a mix of:
 
To read further click on the following link: https://www.paloaltonetworks.com/cyberpedia/what-is-a-zero-trust-for-the-cloud
 

1.

2.

Q5. WHY COMPANIES NEEDS ZERO TRUST IN CLOUD ENVIRONMENT?

https://www.paloaltonetworks.com/cyberpedia/what-is-a-zero-trust-for-the-cloud


Before getting started, it’s important to define your company’s goals for implementing  Zero Trust in the cloud, as well as your
desired business outcomes.
 
Step 1: Identify what type of applications (e.g., public, private, SaaS, etc.) and data (e.g., confidential, sensitive, unimportant) your
company has, where they are, and who is accessing and using them. Then, define your protect surface: the data, applications,
assets, and services most critical to your business.
 
Step 2: Map the transaction flows (i.e., how your applications actually work).
 
Step 3: Architect the new cloud infrastructure and create boundaries between users and applications.
 
Step 4: Develop your company’s Zero Trust policies based on who should have access to what and enforce contextual access
controls based on least-privilege principles. Educate users on your company’s security policies and what’s expected of them when
they are accessing and using your company’s applications and data in the cloud.
 
Step 5: Monitor and maintain your Zero Trust environment. This means continuously inspecting and logging all traffic to identify
unusual activity and decide how to make policies more secure. With active monitoring, your protect surface can grow, allowing you
to make changes to the architecture to further enhance your security.

Q6. HOW TO IMPLEMENT ZERO TRUST FOR THE CLOUD USING 5
STEP METHODOLOGY?

https://www.paloaltonetworks.com/cyberpedia/what-is-a-zero-trust-for-the-cloud


To make maintaining Zero Trust in the cloud easier:
Use cloud-delivered security measures to implement Zero Trust in the cloud.
Provide users with a secure, consistent, and seamless experience wherever they’re physically located, how they want to connect
or which applications they want to use. Otherwise, if the user experience is too complicated or requires too much change
whenever they work from a new location or use a different application, they will not accept it.
Reduce the attack surface area by limiting user access based on context.

 
BENEFITS:
 
Some of the benefits of deploying Zero Trust for the cloud include:

Better visibility into data, assets and risks.
Consistent and comprehensive security.
Speed and agility to stay ahead of evolving technologies.
Reduced operational cost and complexity.

Q7. STATE SOME TIPS FOR APPLYING ZERO TRUST IN A CLOUD
ENVIRONMENT.

https://www.paloaltonetworks.com/cyberpedia/what-is-a-zero-trust-for-the-cloud


Companies that simply rely on their cloud vendors to supply security and protections across their cloud environments and
applications are at risk of:

Lack of visibility and control over users: 
Breaches and malware: 
Data loss: 
Compliance violations: 

 
Cloud security  requires taking a strategic approach across your entire organization. Adding multiple security products to solve
separate problems will cause issues in the long run. As you look for cloud solutions, consider these options:

Software as a service (SaaS): 
   Applications like Microsoft Office 365, Box or Salesforce allow users from anywhere to access and share data easily. SaaS
applications save organizations operational time and costs.
 

Platform as a service (PaaS): 
    A service provider, such as AWS or Azure, provides the organization with the necessary infrastructure and applications. PaaS
allows organizations to reduce hardware and mitigate connectivity issues they may have experienced previously.
 

Infrastructure as a service (IaaS): 
     Flexible cloud services allow organizations to pay a single fee based on the amount of data they need to have hosted. This is the
most cost-effective way for organizations to get up and running in the cloud.

Q8. WHY YOU NEED CLOUD SECURITY?

https://www.paloaltonetworks.com/cyberpedia/what-is-a-zero-trust-for-the-cloud


By taking ownership of cloud security and partnering with the right cloud vendor, you can ensure these organization benefits:
 

Complete Visibility:  Clearly seeing who is connecting to your network, what they are accessing and where they are located
allows you to protect your network from malicious activities, promiscuous data sharing and access management issues.

 
Proactive Breach Prevention: With complete visibility, you can identify and stop threats before they affect your organization.

 
Easy Avenues for Business Growth: The cloud provides flexibility when adding offices and mobile users to your infrastructure.

 
Mobile User Management: Enforcing multi-factor authentication for mobile users gives you greater control over the data they
can access and share.

 
Policy Enforcement: Applying granular, least-privileged access policy rules across your organization for different users, groups
and devices is key for many compliance regulations.

 
Audit Logs: Maintaining audit logs is crucial to prove your organization is compliant, and can also help identify shared data
permissions.

 
Zero Trust in the Cloud:  As you move toward the cloud and establish better security across your organization, consider
following the Zero Trust philosophy to complement your cloud security strategy.

Q8. WHY YOU NEED CLOUD SECURITY? (Continued...)

https://www.paloaltonetworks.com/cyberpedia/what-is-a-zero-trust-for-the-cloud


Cloud data protection is the practice of securing a company’s data in a cloud environment, wherever that data is located, whether
it’s at rest or in motion, and whether it’s managed internally by the company or externally by a third party.
 
This practice has become increasingly important as more companies have switched from building and managing their own data
centers to storing their applications and data in the cloud instead. A 2018 survey by IDG, a leading technology media company,
stated that 73% of companies had applications or infrastructure in the cloud, with another 17% expected to make the move in the
coming year

Q9. WHAT IS CLOUD DATA PROTECTION?

https://www.paloaltonetworks.com/cyberpedia/what-is-a-zero-trust-for-the-cloud


Companies are discovering just how complicated protecting and securing all their data across multiple environments can be. Ex:
They no longer know where all their applications and data are. 
With most of their applications and data housed on third-party infrastructure, companies no longer have visibility into who is
accessing and using their applications and data, which devices are being used for access, or how their data is potentially being
used or shared.
They have no insight into how cloud providers are storing and securing their data.  
Even though most cloud providers have state-of-the-art security, this security is limited. After all, companies and cloud
providers share responsibilities for cloud security.
Different cloud providers have varying capabilities, which can result in inconsistent cloud data protection and security.

 
On top of this, companies face a host of security challenges, including the potential for:

Security breaches
Loss or theft of sensitive data
Application vulnerabilities and malware propagation

 
For these reasons, it’s no surprise that nine out of 10 cybersecurity professionals are concerned about cloud security. They say
their biggest challenges are protecting against data loss and leakage (67%), threats to data privacy (61%) and breaches of
confidentiality (53%).
 
This also explains why the data protection market is projected to surpass US$158 billion by 2024.3

Q 10. WHY COMPANIES NEED DATA CLOUD PROTECTION?

https://www.paloaltonetworks.com/cyberpedia/what-is-a-zero-trust-for-the-cloud
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To successfully protect and secure their data in cloud environments, companies must first know: 
 

Which data they have and where it’s located.
Which data is exposed, how it’s exposed, and potential risks.     
Which applications are being accessed and by whom.
What’s happening inside their applications (e.g., how people are accessing and using them).
Which data they need to protect and at what level.

 
With this information in hand, companies must then put consistent, unified, and automated cloud data protection offering in place
– one that will help them discover, classify, monitor, protect, and secure their applications and data across multiple environments.
This offering must also be able to distinguish between everyday activities and potentially suspicious ones.

Q11. HOW COMPANIES CAN BETTER PROTECT THEIR DATA IN
CLOUD ENVIRONMENT?

https://www.paloaltonetworks.com/cyberpedia/what-is-a-zero-trust-for-the-cloud


Among the benefits of cloud data protection, it enables companies to: 
 

Secure applications and data across multiple environments while maintaining complete visibility into all user, folder and file
activity.

 
Proactively identify and mitigate risks, such as security threats, suspicious user behavior, malware and others.

 
Better govern access.

 
Define policies.

 
Prevent and detect data loss and disruption.

Q12. WHAT ARE THE BENEFITS OF DATA CLOUD PROTECTION?

https://www.paloaltonetworks.com/cyberpedia/what-is-a-zero-trust-for-the-cloud


The term “serverless” generally refers to an operational model in cloud computing. In the serverless model, applications rely on
managed services that abstract away the need to manage, patch, and secure infrastructure and virtual machines. Serverless
applications rely on a combination of managed cloud services and function-as-a-service, or FaaS. Adopting a serverless model can
impact application development in several ways:
 

Reduced operational overhead:  With no servers to manage, developers and DevOps don’t need to worry about scaling
infrastructure, installing and maintaining agents, or other infrastructure-related operations.
Increased agility: Since serverless applications rely heavily on managed services for things like databases and authentication,
developers are free to focus on the actual business logic of the application, which will typically run on a FaaS, such as
AWS® Lambda or Google Cloud Functions.
Reduced costs: With most services used in serverless applications, the customer only pays for usage. For example, with AWS
Lambda, customers pay for the executions of their functions. This typically has a significant impact on cost, as they don’t have to
pay for unused capacity like they would with virtual machines.

 
To continue reading, click on the link below:
https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security

Q13. WHAT IS SERVERLESS SECURITY?

https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security


Instead of developers coding huge feature sets before blindly handing them over to Operations for deployment, in a DevOps
model, developers frequently deliver small amounts of code for continuous testing. Instead of communicating issues and requests
through a ticketing system, the DevOps teams meet regularly, share analytics and co-own projects end-to-end.
 
CI/CD Pipeline
DevOps is a cycle of continuous integration and continuous delivery (or continuous deployment), otherwise known as the CI/CD
pipeline. The CI/CD pipeline integrates Development and Operations teams to improve productivity by automating infrastructure
and workflows as well as continuously measuring application performance. It looks like this:
 
 

Q14. WHAT IS DEVOPS?

Continuous Integration requires developers to integrate code into a
repository several times per day for automated testing. Each check-in is
verified by an automated build, allowing teams to detect problems early.
Continuous Delivery not to be confused with continuous deployment,
means that the CI pipeline is automated, but the code must go through
manual technical checks before it is implemented in production.
Continuous Deployment takes continuous delivery one step further.
Instead of manual checks, the code passes automated testing and is
automatically deployed, giving customers instant access to new features.

https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security


DevOps and Security
 
One problem in DevOps is that security often ends up falling through the cracks. Developers move quickly, and their workflows are
automated. Security is a separate team, and developers don’t want to slow down for security checks and requests. As a result,
many developers deploy without going through the proper security channels and inevitably make harmful security mistakes.
 
To solve this, organizations are adopting DevSecOps. DevSecOps takes the concept behind DevOps – the idea that developers and
IT teams should work together closely, instead of separately, throughout software delivery – and extends it to include security
and integrate automated checks into the full CI/CD pipeline. This takes care of the problem with security seeming like an outside
force and allows developers to maintain their speed without compromising data security.

Q14. WHAT IS DEVOPS? (Continued...)

https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security


Cloud access security brokers, or CASBs, are security policy enforcement points that sit between a cloud service provider and its
users.
 
The purpose of CASBs is to:

Help companies discover where their data is across multiple environments, such as public or private clouds,  software-as-a-
service applications, on-premises data centers, and others.
Infuse and enforce the company’s security, governance, and compliance policies as users access and consume cloud resources.
Protect data against loss or theft.

 
The main pillars of CASB functionality are:

Visibility
Compliance
Data Security
Threat Protection

 
In other words, CASBs provide companies with a way to effectively, consistently secure their data across multiple environments as
well as quickly identify and mitigate security-related risks.

Q15. WHAT IS CLOUD ACCESS SECURITY BROKER?

https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security


Years ago, companies typically kept all their applications and data in a single, on-site data center. In this environment, companies
had complete visibility into and precise control over who was accessing their applications and data – and when – as well as which
devices (typically desktop or laptop computers) were being used to access them.
 
Over time, as companies moved data to the cloud and began using SaaS applications, they discovered they no longer had insight
into who was accessing and using their applications and data, nor – thanks to the advent of mobile technologies such as
smartphones – the devices being used.
 
This made it difficult for companies to protect their data and opened them up to a host of security risks, such as breaches,
regulatory noncompliance, malware, ransomware and more.
 
To address these challenges, vendors developed  CASB technology. Since then, CASBs have become such a critical part of a
company’s security stack that Gartner, a leading research and advisory firm, forecasts 60% of large enterprises will use CASBs by
2022, up from 20% in 2018.

Q16. WHAT IS CASB IMPORTANT?

https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security


There are two types of security for CASB deployment:
 

In-line Security - Controlling access to applications and ensuring dangerous content is not moving to the application or back to
users, while also protecting data.

 
API-based Security - Categorizing content for policies, looking for violations, scanning SaaS applications for policy violations,
while maintaining compliance.

 
To maximize security, the best approach uses both security models, and is called a multi-mode CASB.
 
Using a multi-mode CASB provides superior visibility, management, security and zero-day protection against emerging threats.

Q17. HOW CASB FITS INTO A COMPANY's SECURITY ARCHITECTURE?

https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security


 

Q18. WHAT IS DevSecOps?

DevSecOps, aka  “shift left”  security, addresses these problems by integrating security into all stages of the software delivery
process. This ensures that developers think about security when they write code, that software is tested for security problems
before it is deployed, and that IT teams have plans for addressing security issues quickly if they appear after deployment.
 
DevSecOps Builds on DevOps
DevSecOps is not an alternative to DevOps. It simply extends the core concept behind DevOps – the idea that developers and IT
teams should work together closely, instead of functioning separately, in silos – to include security. Effective DevSecOps means
embracing DevOps and integrating security into the full CI/CD development pipeline.
 
DevSecOps Is a Culture, Not a Tool
DevSecOps boils down to instilling the right cultural values in an organization. Developers, IT teams, security specialists and
everyone else involved in software delivery must be on board with the idea that software security should be at the forefront of
everything they do. Before making any decision related to an application, your entire team should think about the security
implications. If they do, you’ve achieved DevSecOps.
 
Making Developers care about Security
By implementing tools that leverage cloud provider APIs to automate policies, developers can learn as they go and avoid making
harmful mistakes. You can leverage cloud native tools to automate policies in AWS. However, if you use a multi-cloud deployment,
are bound by strict compliance regulations, or have an AWS environment that’s expanded to more than a few accounts, you’ll likely
need a third-party tool to do this effectively and manage everything on one console.

https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security
https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security


 

Q18. WHAT IS DevSecOps? (Continued...)

Implementing DevSecOps
Of the possible routes to achieving DevSecOps, the best one – or the ideal combination – for your organization will depend on your
needs. In general, these are the strategies that will help you implement a DevSecOps culture in your organization:
 
Education: Make sure all stakeholders in the software delivery process understand modern security threats and the importance of
addressing them.
 
Communication: Build effective communication channels between all team members so that they can share information about
security issues quickly.
 
Security Playbooks: Develop “playbooks” that specify how different team members should respond to a given type of security
incident.
 
Audits and Compliance: Make security audits and compliance checks a routine part of the software delivery process.
 
Adopt the right tools: Look for API-based cloud security tools that will help you automate the enforcement of security and
compliance policies in the cloud.

https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security
https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security


 

Q19. WHAT IS BRANCH OFFICE NETWORK SECURITY?

Many organizations have multiple offices spread out around the country or the globe. Those branch offices require access to
corporate data and services as well as protection from emerging threats. Branch office network security represents the means to
secure internet traffic between branch offices and other branch offices, data centers, headquarters or remote employees. Keeping
data in transit secure and ensuring proper access control are critical to protecting an organization as a whole.

https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security
https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security
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Q20. WHAT ARE THE CHALLENGES OF BRANCH NETWORK SECURITY?

First off, bandwidth requirements are crucial to maintain productivity and collaboration for employees wherever they are located.
Keeping network speeds up and minimizing bandwidth interruptions – not to mention accounting for the growing need and
complexity of cloud applications and countless devices connecting to the network – can quickly become costly.
 
The rapid adoption of cloud applications has increased the need for a constant, consistent internet connection. Popular software-
as-a-service applications, such as Office 365, Dropbox, Salesforce, G Suite, AWS and Slack, allow for easier collaboration between
employees working in different locations while maintaining access control. Traditional technologies like wide area networks and
multiprotocol label switching – WAN and MPLS, respectively – can’t keep up with the evolving network landscape or the addition of
new services and applications that require more bandwidth. The practice of sending internet traffic back to headquarters to be
filtered and inspected can’t realistically keep up with user demands and the types of data being accessed and sent.
 
Having multiple sites that IT teams must keep secure is becoming difficult as organizations add more services and apps.
Traditionally, firewalls have been placed on-premises at each location, requiring IT to be physically present for implementation,
setup, maintenance and hardware troubleshooting. The more sites, the more hardware requirements, and the greater the number
of granular rules and policies that must be created. Most organizations do not have the IT resources to deal with these growing
needs at branch offices.
 
Lastly, with the rise of devices and applications on the network, so increases the risk of hackers and threats finding vulnerabilities.
Hackers know that the network edge is generally the weakest point in an organization and will exploit that to gain access into
internal networks.

https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security
https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security


 

Q21. HOW TO SECURE BRANCH OFFICES?

Securing branch offices is not as simple as selecting a product and turning it on. Many organizations have turned to software-
defined wide area networking, or SD-WAN, to connect branch offices or data centers to the corporate/headquarters network. SD-
WAN takes a distinct approach, managing the WAN through cloud-based management to help companies reduce costs compared
to MPLS,  improve performance, and optimize SaaS and cloud applications for users. However, SD-WAN doesn’t solve the entire
problem, only the connectivity issue. Lack of security features within SD-WAN requires organizations to use other tools and
platforms, such as intrusion prevention, web filtering and SSL inspection, to protect their networks. 
 
A cloud-based security approach is a necessary step to protect entire organizations and their branch offices. By utilizing a cloud-
based infrastructure, organizations can save time and money without having to install and maintain security appliances at every
single branch. Policy management and access control are difficult with offices spread out around the globe. With a cloud-based
infrastructure, branch offices forward traffic into the cloud service, where security policy is centrally enforced. This eliminates the
need for IT to physically go to sites to manually update appliances or mitigate issues.

https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security
https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security


 

Q22. WHAT ARE THE BENEFITS OF BRANCH OFFICE NETWORKS?

A cloud-based security strategy has many benefits for organizations who struggle with security, visibility and control over their
branch offices.
 

Avoid backhauling cloud traffic to a central location for security inspection and ensure a seamless user experience.
Simplify branch networking by eliminating MPLS backhaul and reduce costs.
Ensure consistent security policies apply across HQ and branches.
Ensure speed and agility by enabling rapid branch deployments.
Ensure all traffic at branches is secured including traffic from network-attached IoT devices.

https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security
https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security


 

Q23. WHAT ARE PROXY SERVERS?

A proxy server is a dedicated computer or software system that sits between end user devices, such as desktop computers or
mobile devices, and a desired destination, such as a website, web application or cloud-based application.
 

The purpose of a proxy server is to: 
Temporarily intercept traffic, inspect it, and decide whether to
allow a user to access a requested destination
Block malware
Connect traffic to its requested destination and facilitate the
exchange of information

https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security
https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security


 

Q24. WHAT ARE THE PITFALLS OF USING PROXIES?

Proxies also have significant architectural weaknesses:
 
Limited Visibility: Proxies are stand-alone, isolated and only support a limited number of applications, 
Lack of integration with other security products: Proxies can’t be integrated with, take policies from or learn from other network
security functions. For eg. they can’t factor in any malicious files a separate antivirus product sees or any threats an intrusion
prevention system encounters.
 
Inability to Inspect all Traffic: Proxies are unable to inspect all traffic for malware or greenlight any data loss that’s legitimately
allowed by a company. This can result in blind spots and potential inspection gaps, such as any internet traffic beyond web, DNS
and FTP for Office 365®, or even any traffic that bypasses a proxy because an application is not “proxy aware.”
 
Protocol Limitations: Proxies only support a limited number of network protocols, such as HTTP, HTTPS, FTP and DNS. Hence,
they can’t identify or make policy decisions on all applications crossing all ports. They also can’t tell the difference between
applications that run across different protocols or identify any applications that use nonstandard ports.
 
Security Risks: End users can easily bypass proxy-based devices and traditional URL filtering methods.
 
Performance:  Proxy-based devices require extensive computing resources, rapid throughput and high scalability to perform
security functions, which limits their potential use cases.  All of this requires companies to take a different, far more advanced
approach to security than they have in the past.

https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security
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Q25. HOW IS A NEXT-GENERATION FIREWALL BETTER THAN A PROXY?

Fortunately,  next-generation firewall  appliances and  cloud-based, virtualized next-generation firewalls  offer companies a better
solution to keep up with today’s modern security demands.Unlike proxies, next-generation firewalls:

Provide control over application functions
Apply threat inspection to each application
Offer application vulnerability exploit protection
Inspect traffic across all ports and protocols, as well as branch-to-branch/branch-to-data center
Scale without competing customer congestion
Provide both antivirus and spyware protection
Supply dedicated egress IP addresses for business-to-business companies
Can act as a primary firewallFit within a Zero Trust framework

 
More importantly, next-generation firewalls and other security cloud technologies inform one another, which dramatically
increases the platform’s ability to prevent security threats. Next-generation firewalls also provide  URL filtering, block inbound
threats and command-and-control traffic callbacks, and recognize malicious domains and IP addresses. They even offer malware
analysis to detect, address and prevent newfound zero-day threats on company networks.
 
In a world where protecting corporate networks from sophisticated attacks is paramount, using advanced technologies such as
next-generation firewalls can often mean the difference between having a secure network and having a vulnerable one.

https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security
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Q26. STATE TOP 4 CLOUD SECURITY CONCERNS AND HOW TO 

When it comes to cloud security today, organizations are trying to sort through many issues. Here are a few of the most prominent
and how to address them:

Viewing the Cloud as Another Product
You can’t assess your cloud security today and assume your assessment will hold true tomorrow. It probably won’t hold true an
hour from now. The cloud is rapidly changing, and security within it must be agile and continuous, or it won’t be effective.
Traditional security approaches were not created to fit the rapidly changing, elastic infrastructure of the cloud. As attacks become
increasingly automated, you need to adopt new security tools and techniques for this new ecosystem. Terraform and Ansible are
both great options for automating your security stack. For a few more options click on the link below:
https://www.paloaltonetworks.com/cloud-security/prisma-public-cloud/automation-in-the-cloud
 

Realizing That Traditional Scanning Just Won’t Do
Traditional data center security relies upon being deployed in an application or operating system as well as the use of traditional
network-based IP-scanning techniques. This approach doesn’t work in the cloud. Users run application stacks on abstracted
services and platform-as-a-service layers or use API-driven services that render conventional security approaches ineffective. Cloud
environments are so fundamentally different from their static, on-premises counterparts that they require an entirely new way of
administering security practices. This means adopting new cloud security technologies that provide complete visibility through a
combination of cloud provider APIs and integration with other third-party tools.
How to get visibility and context for cloud deployments: https://www.paloaltonetworks.com/cloud-security/prisma-public-cloud. 
For tool click on http://go.paloaltonetworks.com/scanapi
 
 

RESOLVE THEM?
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Q26. STATE TOP 4 CLOUD SECURITY CONCERNS AND HOW TO 

Differentiating Real Security Issues From “Noise”
Teams working in the cloud benefit from speed and acceleration, but it’s important to recognize how different the approach to
security must be. Discerning real vulnerabilities from infrastructure “noise” is a major challenge. All this change and noise make
manual inspection of infrastructure too slow to be effective. The API-centric cloud world requires a new way for security teams to
protect their environments, but not all cloud and IT teams really understand these security nuances. Security automation is one
way to overcome the knowledge and skills shortfall that exists in many development and IT shops.
to learn how to better automate and enable your security operations center click on https://www.paloaltonetworks.com/cloud-
security/prisma-public-cloud/cloud-security-operations
 

Lack of Compliance With API-Driven Cloud Security
The emergence of API-driven cloud services has changed the way security needs to be architected, implemented and managed.
Although the API is a completely new threat surface to defend, it provides the ability to automate detection and remediation. As
compliance benchmarks, like the  CIS AWS Foundations Benchmark, are released, they will provide the means to assess our
security posture against industry-defined best practices. These help to ensure we’re taking the right steps to keep our customers,
employees, infrastructure and intellectual property secure. Cloud migrations are happening quickly, and compliance with rapidly-
evolving security requirements is an ever-increasing challenge that must be resolved through automation in order to claim
success.
to learn more about how to meet data and regulatory mandates click on: 
https://www.paloaltonetworks.com/cloud-security/prisma-public-cloud/cloud-compliance-assurance

RESOLVE THEM? (Continued...)
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Q27. STATE TOP 4 WAYS TO IMPROVE CLOUD SECURITY AND

There is a new model that provides comprehensive protection in the cloud to reduce security risks and simplify the processes
involved in ensuring protection and compliance. Security experts seek innovative, but usable technologies, and say it is important
to focus on four key elements to achieve continuous and automated cloud security and compliance, as follows:

Rapid discovery to keep up with the fast pace of Change in the Cloud: With the enormity of deployments in the cloud, it
isn’t unusual for organizations to have millions of data points (such as user or application behavior and configuration settings
for cloud services) that need to be evaluated. You need a platform that can handle all the data in real time and rapidly isolate
any security variation or deviation from known states.

 
A “single pane of glass” to view your entire Cloud Environment: When teams are very large, communication can falter. With
each team using different tools to gain a different view of the environment, information becomes siloed and difficult for other
teams to understand. Your platform should let teams own their own security while also providing a “big picture” view to security
operations teams and corporate management. The platform must be able to evaluate security data in isolation, as part of the
global customer base or across time and geography, to warn about potential issues before they occur.

 
Automated Response:  Organizations need to automate not only monitoring and analysis, but also remediation to fix
permission or configuration errors. They should have flexibility in determining the course of automated response, with the
ability to inform human administrators if there is any other action that may be required.

 
Robust Reporting: Teams need to be able to measure and demonstrate security and compliance progress daily, not just during
the yearly audit. With the right platform, you can show your security and compliance posture at the push of a button.

COMPLIANCE.
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Q28. WHAT IS MICROSOFT CLOUD AND HOW TO SAFELY MIGRATE

Microsoft Azure, a flexible enterprise-grade cloud computing platform, helps organizations address growing data center demands,
with the added benefits of agility, scalability and global reach. Organizations can implement the security practices that follow to
securely extend their physical data centers into the Microsoft Azure public cloud. 
 
Control Access to Your Azure Deployment
As a complement to native Azure security measures, a next-generation firewall can be deployed to protect workloads and data in
Azure environments.

Set policies that grant access to the different environments based on user credentials and need.
As more workloads are deployed in the Azure cloud, more application updates are required. Instead of funneling the updates
through the corporate network first, and then out to internet-based resources, implement internet gateway security policies
that allow workloads to route updates directly to the internet, eliminating the first step. This increases efficiency while
maintaining strict control over the applications in and out of the Azure environment.

 
Segment Your Azure Deployment for Improved Security and Compliance
Just like a physical data center, segmentation policies and application-based policies, including threat prevention techniques, can
be used to stop attacks from gaining access to your workloads and block them from moving laterally across workloads.

Apply segmentation to improve security by establishing application-based policies that force the application to operate on its
default ports. Implicitly enforce the “deny all else” premise that a next-gen firewall is based to reduce the attack surface area.
To maintain compliance, segmentation policies allow you to control application communication across different subnets, and
between VNets, while keeping them separate from your data sources.

TOWARDS IT?
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Q28. WHAT IS MICROSOFT CLOUD AND HOW TO SAFELY MIGRATE

Streamline Management and Automate Your Azure Deployments
A key benefit to cloud computing is the ability to be more agile, responding quickly with feature updates or entirely new
application deployments through automation.

A centralized network security management system can help to ensure policy consistency and cohesiveness across physical and
virtual firewall deployments.
Automation in the form of bootstrapping and dynamic policy updates enable security to keep pace with the business by helping
to alleviate bottlenecks resulting from the controlled update process.

TOWARDS IT? (Continued...)
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Q29. HOW IS CLOUD SECURITY A SHARED RESPONSIBILITY?

The challenge is balancing the organization’s need for agility while improving the security of applications and securing the data as
it moves between the various clouds. Gaining visibility and preventing attacks that are attempting to ex-filtrate data, both from an
external location and through a lateral attack, becomes imperative across all locations where the applications and data reside.
There are a number of different groups within an organization that could be responsible for cloud security: the network team,
security team, apps team, compliance team, or the infrastructure team. However, cloud security is also a shared responsibility
between the cloud vendor and the organization. 
 
Private– Enterprises are responsible for all aspects of security for the cloud as it is hosted within their own data centers. This
includes the physical network, infrastructure, hypervisor, virtual network, operating systems, firewalls, service configuration,
identity and access management, etc. The enterprise also owns the data and the security of the data.
Public– In public clouds, like  AWS®  or Microsoft®  Azure™, the cloud vendor owns the infrastructure, physical network and
hypervisor. The enterprise owns the workload OS, apps, virtual network, access to their tenant environment/account, and the data.
SaaS– SaaS vendors are primarily responsible for the security of their platform, which includes physical security, infrastructure and
application security. These vendors do not own the customer data or assume responsibility for how customers use the
applications. As such, the enterprise is responsible for security that would prevent and minimize the risk of malicious data
exfiltration, accidental exposure, or malware insertion.
 
As companies transition from private to public cloud, or to SaaS applications, the responsibility for securing data, apps and
infrastructure falls less in the hands of the enterprise and more into the hands of the vendor. However, regardless of the platform
used, the enterprise will always be responsible for ensuring the security of its own data.
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Q30. HOW TO PROTECT YOUR MICROSOFT ENDPOINTS FROM 

When it comes to Microsoft Windows systems, threat actors rely primarily on two attack vectors: malicious executables (malware)
and vulnerability exploits in system or application software. A natively integrated next-generation security platform, equipped with
advanced endpoint protection, arms  organizations  with a multi-method prevention approach that combines the most effective
malware and exploit prevention capabilities to protect Windows systems from known and unknown threats.
 
Multi-Method Prevention
Most organizations deploy multiple security products to their endpoints, including one or more traditional antivirus solutions.
Given the increasing frequency and sophistication of the threat landscape, this approach is not able to prevent security breaches
on the endpoint. Rather, advanced endpoint protection replaces traditional antivirus with a multi-method approach to true
prevention that pre-emptively blocks malware and exploits, including zero-day threats. Advanced endpoint protection delivers
breach prevention, contrary to breach detection and incident response after critical assets have already been compromised.

Multi-Method Malware Prevention.  A multi-method approach to prevent malicious executables from infecting a system
maximizes coverage against malware while also reducing the attack surface and increasing the accuracy of known and unknown
malware In addition, the ability to quarantine malicious executables prevents the inadvertent dissemination of malware, in
organizations where network- or cloud-based data storage applications sync files across multiple users and systems.
Multi-Method Exploit. Many targeted attacks begin with an exploit delivered as a data file (e.g., Microsoft Office file) through a
website, via email or over the network. This type of attack is difficult to distinguish from normal application behavior, often
bypassing legacy antivirus and traditional endpoint security provisions. However, exploits rely on a small set of core exploitation
techniques that rarely change, and a multi-method approach that focuses on blocking these core techniques effectively
prevents the exploitation of both known and unknown application vulnerabilities.

KNOWN AND UNKNOWN THREATS?
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Q30. HOW TO PROTECT YOUR MICROSOFT ENDPOINTS FROM 

Extend Network Policies to the Endpoint for Maximum Protection
The network plays several roles in the lifecycle of an attack on the endpoint, including acting as a vehicle for the delivery of exploits
and malware and as a conduit for exfiltration of data and credentials. A network security client can be used to maintain visibility
and extend network security policies to all traffic. By stopping an attack in network traffic, organizations can reduce the attack
surface by preventing malicious content, including exploits and malware, from ever reaching the endpoint.

KNOWN AND UNKNOWN THREATS? (Continued...)
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Q31. HOW IS SaaS SECURITY, A NEXT GENERATION PLATFORM 

Businesses can deploy CASB as a SaaS application or on premises via a virtual or physical appliance form factor to gain centralized
control of multiple cloud services concurrently – for any user or device – that would otherwise require individual management.
CASBs consolidate multiple types of security policy enforcement, including authentication, single sign-on, authorization, credential
mapping, device profiling, malware detection and so on. Reducing risk in SaaS applications, where oftentimes organizations’ most
sensitive data resides, is a keystone of securing enterprise IT infrastructures of the future. This has resulted in such a rapid
evolution and adoption of the CASB market. However, while a useful tool to mitigate risks within SaaS environments, CASB often
becomes another disparate, point security tool to administer, featuring operational complexity and increased costs that negatively
impact IT administration overhead.
Alternatively, a natively integrated next-generation security platform – comprised of a next-generation firewall; a threat intelligence
cloud; an application programming interface (API)-based SaaS security service; and advanced endpoint protection minimizes risk
by enabling greater security and operational efficacy, with the added benefit of reducing the total cost of ownership.
 
SaaS Visibility Reports
CASB SaaS application usage reports are helpful; however, because they are based on another vendor’s firewall logs, they only
include IP/port information, rather than application-specific details. In addition, assigned SaaS application risk scores do not
accurately represent risks related to specific SaaS applications. When leveraged alongside an integrated next-generation security
platform, equipped with application-based user controls and policy implementation, enterprises gain visibility into all applications,
across all ports, all the time. In addition, user-based access controls, another fundamental feature, provide visibility and control on
a per-user basis. These details are then included in dedicated SaaS-application usage reports for complete visibility, without the
need for additional operational spending. 
 
 

APPROACH?
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Q31. HOW IS SaaS SECURITY, A NEXT GENERATION PLATFORM 

SaaS Access Controls
CASB vendors must insert themselves between the user and the application to provide control over SaaS application access, likely
providing a forward proxy or reverse proxy approach to their customers. Proxies move away from the native user experience of
the SaaS applications, significantly impeding performance, in addition to passing along several other limitations to the user.
Instead, businesses can leverage a security platform’s next-generation firewall to enforce granular policies at an application level to
enable access only to sanctioned SaaS applications, eliminating the overhead of a proxy. The API-based element then takes it a
step further, extending these protections and ensuring deeper contextual visibility into and control over cloud-based assets,
regardless of the location or device being used to access the SaaS application.
 
Data-at-Rest Controls for SaaS
Similar to a CASB approach, the API-based component of a next-generation security platform leverages the API interface of a SaaS
service provider to deliver data governance and security for data at rest within SaaS applications. Typically, once data is allowed
into the cloud where the SaaS app resides, IT loses visibility and control, particularly when dealing with such circumstances as a
remote user uploading a file to a SaaS application. The API-based platform component, however, provides additional context for
data stored within the cloud. This context allows organizations to inspect the content, even retroactively, for threats and control
access to shared data via contextual policy – a particularly useful feature in instances where permissions are automatically
inherited, such as copying a file to a folder that is already shared publicly. Overall, the platform approach is poised to provide
organizations with far better security when compared with a stand-alone CASB.

APPROACH? (Continued...)
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Q32. WHAT ARE THE TOP 3 SECURITY CONSIDERATIONS?

Cloud Computing Does Not Lessen Existing Network Security Risks
The security risks that threaten a data center and network today change once applications move to the  cloud, whether  in a
complete migration or in a hybrid scenario in which some applications move to the cloud while others remain on premises. In fact,
in several ways, the security risks faced when moving to the cloud become more significant.
 
For example, many data center applications use a wide range of ports, rendering traditional security measures ineffective when
those applications are moved to the cloud. Cybercriminals are creating sophisticated port-agnostic attacks that use multiple
vectors to compromise their target, hiding in plain sight using common applications to complete their mission.
 
Security Wants Separation and Segmentation - The Cloud Relies on Shared Resources
For decades, information security best practices dictated that mission-critical applications and data be separated into secure
segments on the network. Often, this is referred to as Zero Trust: never trust, always verify.
 
On a physical network within the enterprise data center, Zero Trust is relatively straightforward to implement through the use of
firewalls and VLANs (i.e., virtual LANs), managed by policies based on application and user identity.
 
In a cloud computing environment, direct communication between virtual machines within a server occurs constantly, in some
cases across varied levels of trust. This makes segmentation a difficult task, especially given that cloud applications are based on
the notion of shared resources. Mixed levels of trust, when combined with a lack of intra-host traffic visibility by virtualized port-
based security offerings, will likely introduce a weakened security posture.
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Q32. WHAT ARE THE TOP 3 SECURITY CONSIDERATIONS? (Continued..)

Security Configurations Are Process-Oriented | Cloud Computing Environments Are Dynamic
Virtual workloads can be created or modified in minutes. As such, cloud computing teams operate in a highly dynamic
environment, with workloads being added, removed and changed constantly.
 
By contrast, the security configuration for this workload may take hours, days or weeks. Security delays are not designed to create
roadblocks. Rather, they are the result of a process that is designed to maintain a strong security posture. Policy changes need to
be approved, the appropriate firewalls need to be identified, and the relevant policy updates determined.
 
Unless this imbalance is understood and addressed as part of the cloud migration, the result is a discrepancy between security
policy and cloud workload deployment. The result is a weakened security posture that can put important data and intellectual
property in danger and might also cause violations of compliance and governance policies and regulations.
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Q33. WHAT ARE THEY KEY REQUIREMENTS OF SECURING THE CLOUD?

Consistent security in physical and virtualized form factors
The same levels of application control, rogue and misconfigured application handling, and threat prevention are needed to protect
both the cloud computing environment and the physical network.
 

Segment business applications using Zero Trust principles
In order to fully maximize the use of computing resources, it is now a relatively common practice to mix application workload trust
levels on the same compute resource. The goal is to control traffic between workloads while preventing the lateral movement of
threats.
 

Centrally manage security deployments and streamline policy updates
Physical network security is still deployed in most every organization, so it is critical to have the ability to manage both hardware
and virtual form factor deployments from a centralized location using the same management infrastructure and interface. The
selected solution must be capable of spanning physical and virtual environments through a consistent policy management and
enforcement framework and should include features that automate security policy updates.
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Q34. WHAT IS SaaS?

One of the three main cloud computing categories alongside infrastructure as a service and platform as a service, software-as-a-
service (SaaS) is a web-based software distribution model in which a third-party provider hosts applications that it makes available
to customers over the internet. The software vendor hosts and maintains the servers, databases, and code that constitute an
application. 
 
SaaS applications are available for foundational business needs, including email, customer relationship management, billing, sales
management and collaboration, among others. Pricing is typically based on annual or monthly subscriptions, accounting for the
software license, support and most other monetary costs. Leading SaaS providers include Intuit, Microsoft, Oracle, Salesforce and
SAP, among others. Providers often integrate with each other to augment productivity for customers. For example, a provider that
offers an email application might store attachments in another provider’s cloud-based file storage.
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Q35. STATE SOME SECURITY CONCERNS RELATED TO SaaS.

While incredibly useful for driving business productivity, along with this exponential growth in SaaS application usage come
security concerns much like those faced in traditional on-premise network infrastructure. For example, Microsoft OneDrive® or
SharePoint® is used to easily store and share files, but along with the ease of use are opportunities for accidental shares, when a
user unintentionally sends access to the wrong people.
 
Similarly, applications like Exchange and Salesforce easily store important, structured data for users, but these too are open to
accidental data exposure or threat insertion risks, often acting as vectors or entry points for malware, which can spread over time.
For example, if a sales representative uploads an infected invoice document to Salesforce, a sales operations person who
downloads the file will also become infected, and so on. 
 
Reducing this type of risk in SaaS applications, where organizations’ most sensitive data often resides, is key to securing enterprise
IT infrastructures of the future. As a result, governance and protection of this data has catapulted to the top of CISOs’ priority lists.
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Q36. EXPLAIN THE CASB ARCITECTURE AND DEPLOYMENT OPTIONS.

A CASB can typically be deployed as a service – a SaaS application in the cloud – or as a virtual or physical appliance. There are
several modes by which a CASB can deliver its functions – outlined below. In addition, note that a combination of these options is
recommended to ensure maximum security.
 
Next-Generation Firewall:  This method leverages user, content and application inspection features within firewalls to enable
CASB functions. The inspection engine should be capable of mapping users to applications and deliver granular control over SaaS
application usage. Beyond physical appliances that may already be in place, virtual firewalls can act as gateways in the cloud to
ensure maximum global coverage for remote users, eliminating the overhead of deploying additional hardware.
 
Proxy:  This method typically requires an organization to force all internet-bound traffic to the proxy to enforce granular SaaS
access policies, and can be deployed as an appliance or a cloud service. Organizations often require endpoint agents or proxy
auto-configuration files to ensure traffic is redirected correctly to the proxy service. Plus, a proxy typically only looks at web traffic,
and can be bypassed easily with tools that don’t use HTTP-based connections (e.g., Tor client).
 
API Mode:  This method gives the CASB permission to access the customer’s data within the cloud application via application
programming interfaces (APIs). Organizations can use this mode to perform several functions, including data security inspection
on all data at rest in the cloud application or service. The SaaS user experience is preserved as the API is non-intrusive and does
not interfere with the data path to the SaaS application. This mode is critical and should be included in every CASB offering to
provide instant value without modifying existing infrastructure.
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Q37. CLOUD NATIVE SECURITY v/s 3rd PARTY SECURITY

Customers and prospects often ask if they should adopt the tools developed and provided by the cloud platforms themselves, or if
it’s better to invest in third-party offerings. The answer, of course, is not binary. Probing for the meaning of “third-party offerings”
typically reveals a desire to use existing on-premises security controls. After all, familiar tools provide a certain level of comfort.
Before jumping to technology decisions, though, it is wise to review both requirements and existing tools.
 
Security Tools Inventory
Quick self-check: How many security tools are in your existing environment, and what risks do they reduce? There is power in
knowing this, yet for many, the answer is unclear. Your move to cloud should be an opportunity to rationalize existing security
vendors and tools. When working to gather this information, don't forget to include a list of risks each tool addresses. After all,
security is about managing risk. Pair this information with what the cloud provider natively offers – only then will your team be
ready to complete a gap analysis. Instead of guessing or going with the easy button, your team will be able to make informed
decisions between tools developed by cloud providers and those built by third parties.
 
Requirements, Not Technology
In consultations, one of the first controls clients ask about is either firewalls or data loss prevention (old habits are hard to change):
 
Should we use our existing on-premises DLP in the cloud or a cloud-based offering?
 
This question, while important, more often than not indicates a focus on  technology  rather than requirements. If we ask the
question focusing first on requirements, the answer becomes clearer:
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Q37. CLOUD NATIVE SECURITY v/s 3rd PARTY SECURITY (Continued...)

Does the data in the environment have compliance requirements that would exclude the use of cloud-based DLP?
 
This focus on requirements is important for DLP or any other security tool. Specific to firewalls, in the old on-premises world, there
was only one option when it came to firewalls: buy a box. Now, Microsoft Azure, Amazon Web Services and Google Cloud Platform
all have their own firewall offerings. These offer functionality similar to traditional stateful firewalls, but they also lack critical
integrations with threat intelligence feeds, anti-malware and intrusion prevention. That said, these firewalls absolutely work –
many organizations just don’t fully realize what they are giving up when compared to what they already have on-premises.
 
Requirements-driven questioning can be utilized across the spectrum of security tools: data loss prevention, hardware security
modules, endpoint protection, identity and access management, etc.
 
Summary: CSP-Built Security vs. Cloud-Native Third-Party Security
 
Use your move to the cloud as an opportunity to catalog all your existing security tools using a requirements-driven approach.
Adopt cloud-based controls when requirements permit, and make sure any third-party products are truly “cloud native,” meaning
they can ingest and make sense of the rich APIs offered by the cloud platforms. Security must embrace native APIs as well as a
combination of controls from cloud service providers and third parties, or it may limit developer and business agility in the future.
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Q38. WHAT IS CLOUD SECURITY?

Cloud security, or cloud computing security, consists of various technologies and tools designed to protect each aspect of
the  Shared Responsibility Model.  They are responsible for protecting their information from theft, data leakage and deletion.
Whether you implement public, private or hybrid cloud environments, it’s important to adopt security controls that facilitate
frictionless deployment and don't hinder the dynamic, agile nature for which cloud environments are renowned.
 
Public Cloud
The public cloud is a cloud computing model in which IT services are delivered via the public internet. In this case, the entire
underlying infrastructure is completely owned and operated by a third-party cloud provider, such as Google Cloud, Amazon or
Microsoft. Public cloud deployments are often used to provide common services like web-based applications or storage, but they
can also be used for complex computations or to test and develop new services. These environments are generally billed via
annual or use-based subscriptions based on the number of cloud resources used and traffic processed. Within a public cloud
environment, you share the foundational infrastructure with other organizations, and you can access your services as well as
deploy and manage your resources through your account. The public cloud yields many potential advantages for businesses,
including the ability to deploy highly scalable, globally available applications quickly and without costly upfront investments.
 
Private Cloud
In a private cloud, infrastructure is provisioned for exclusive use by a single business or organization. It can be owned, managed
and operated by the business, a third-party service provider, or a combination of the two. It can also be located on the business’s
premises or off, similar to the public cloud. Any application can be run in a private cloud environment, including websites, big data
and machine learning applications, and databases. 
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Q38. WHAT IS CLOUD SECURITY? (Continued...)

The private cloud offers many of the same benefits as the public cloud, such as elastic scalability and cost savings, but it also
guarantees resource availability, total control, privacy and regulatory compliance. This makes private clouds highly desirable to
organizations that have strict compliance requirements or demand absolute control over their data location, such as government
agencies or financial institutions.
 
Hybrid Cloud
A hybrid cloud is a combination of on-premises, private and/or public cloud environments that remain separate yet orchestrated.
In a hybrid cloud environment, data and applications can move between environments, enabling greater flexibility – especially for
organizations looking to extend their existing on-premises footprints with specific use cases ideally suited for the cloud. As an
example, public clouds can be used for high-volume, lower-security needs, such as web-based applications, while private clouds
can be used for more sensitive, business-critical operations like financial reporting. Often referred to as the best of both worlds, its
adaptability makes it attractive for many enterprises.
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Q39. WHAT ARE THE IMPLICATIONS OF CLOUD SECURITY?
 

Cloud risk can be attributed to three things: misunderstanding the Shared Responsibility Model, deploying resources that aren’t
correctly configured, or failing to manage security controls at pace with the rapid innovation common in the cloud. Having a well-
defined cloud strategy and adopting security tools purpose-built to secure these environments is paramount. To fulfill their
security responsibilities as part of the Shared Responsibility Model, organizations need tools that provide:
 

Visibility into activity within cloud applications
Detailed analytics on usage to prevent data risk and compliance violations
Context-aware policy controls to drive enforcement and remediate when violations occur
Realtime threat intelligence on known and unknown threats to detect and prevent new malware insertion points

 
In the face of dynamic threats, organizations need purpose-built tools that can rapidly discover cloud threats in real time,
understand their severity, and immediately act through automated playbooks. Furthermore, by adding security earlier in the
development cycle, organizations can shift left and further reduce their threat exposure.
 
With today’s sophisticated, automated attacks, only advanced, integrated security can prevent successful breaches. It must secure
the entire IT environment, including multi-cloud environments as well as the organization’s data centers and mobile users. A
consistent, integrated approach that provides complete visibility and granular control across the entire organization will reduce
friction, minimize business disruption, and enable organizations to safely, confidently embrace the cloud.
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Q40. WHAT IS A CLOUD VPN?

Cloud VPN, aka hosted VPN or VPN as a service – VPNaaS – is a new type of VPN technology specifically designed for the cloud. A
cloud VPN enables users to securely access a company’s applications, data and files in the cloud through a website or via a desktop
or mobile application. However, unlike traditional VPNs, which require some type of VPN infrastructure on the user’s end, a cloud
VPN provides a globally accessible, secure connection that’s simply part of a company’s cloud delivery infrastructure. That cloud
VPNs can be set up and globally deployed in a matter of minutes, instead of months, is another major advantage.
 
Cloud VPN improves security as an alternative to tradition VPN and can help make a company’s cloud architecture much more
flexible, agile and scalable.
 
The Benefits of Using a Cloud VPN
Using a cloud VPN enables a company to:

Cost-effectively provide employees, wherever they are, with a secure connection to both the company’s cloud and data center-
based applications and data.
Authenticate users and ensure comprehensive, consistent security without having to purchase expensive hardware or
networking equipment, or add IT complexity.
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Q41. WHAT IS PLATFORM-AS-A-SERVICE (PaaS)?

Platform as a service, or PaaS, is a cloud computing service model that allows users to rent hardware and software tools over the
internet to help quickly develop software and applications. Typically used by developers, PaaS allows users to build, compile and
run programs without worrying about the underlying infrastructure. With PaaS, users do not manage or control the underlying
cloud infrastructure, including network, servers, operating systems and storage, but they do have control over the deployed
applications and possibly configuration settings for the application-hosting environment. AWS Elastic Beanstalk and Google App
Engine are popular examples of PaaS services offered by Amazon Web Services and Google Cloud.
 
Benefits and Security Implications
The use of PaaS has several benefits for businesses, such as enabling rapid software development and simplified deployment.
However, while developers regularly access web-based resources – such as GitHub®, how-to guides or workbooks – to get their
jobs done more quickly and effectively, attackers use these same resources to inject malware into unsuspecting networks.
Moreover, deploying PaaS environments creates a lack of visibility that further exposes organizations to risk in the cloud. Lateral
movement by an attacker in a data center or cloud can go undetected indefinitely without complete visibility and precise controls
to restrict it. Without visibility, you also run the risk of not detecting unauthorized users who deploy cloud resources for
cryptomining or other purposes at your expense.
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Q41. WHAT IS PLATFORM-AS-A-SERVICE (PaaS)? (Continued...)

To provide consistent, frictionless security that will protect vital assets without impeding the productivity and agility of adopting
PaaS, automation needs to be part of the development process. Developers do not need to become security experts so long as
security checks can be automated across the development life cycle. Applications within PaaS environments require enterprise-
level security and a multi-dimensional approach, including in-line, API-based and host-based protection components. With in-line
components, it’s important to protect and segment cloud workloads to safeguard against internal and external threats. By
monitoring traffic in your cloud environment, you’ll gain application-level visibility into communication between cloud workloads
and can implement segmentation policies to ensure the appropriate level of interaction between these workloads. 
 
For API-based protections, you need continuous discovery and monitoring, data security, and compliance reporting. The API-based
approach is transparent to developers and allows security teams to monitor cloud resources for any suspicious activity. This
prevents mis-configurations and ensures compliance with industry standards like PCI DSS, HIPAA or GDPR. Lastly, with host-based
protection components, you must secure the operating system and applications within the workloads. A lightweight host agent
deployed within the cloud instance should detect any zero-day exploits and ensure the integrity of the operating system and
applications. Attackers may still uncover vulnerabilities within the environment, but this agent-based approach can provide
protection until your organization is able to patch components.
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Q42. WHAT IS INFRASTRUCTURE AS A SERVICE (IaaS)?

Infrastructure as a service, sometimes referred to as “hardware as a service” – IaaS and HaaS, respectively – is the most impactful
computing paradigm  to emerge since the boom of the internet and the growth of “as a service” delivery models.
Alongside  software as a service  and platform as a service – SaaS and PaaS – it is one of the 3 most common forms of cloud
computing that provides third-party computing resources, such as hardware, storage, servers, and networking components for
data center space, via the internet. In the case of IaaS, third-party providers offer computing infrastructure in a virtual environment
so that any user in an organization can access it. Google Cloud, Examples - Amazon Web Services and Microsoft Azure.
 
Benefits of IaaS and Security Implications
The move to the public cloud is driven strongly by the speed at which companies can build and deploy globally available, highly
scalable applications. Businesses often choose IaaS because it enables them to replicate familiar on-premises architectures in
cloud environments. By simply renting the resources they need without the costly upfront burden of building data centers,
organizations save significant upfront costs and avoid the hardware maintenance and refresh logistics. IaaS poses few limitations
in terms of what applications or services can run since many of the foundational resources available are the same as those in on-
premises environments. 
 
However, as with any other cloud service, IaaS comes with security risks organizations must understand. Users can have direct
access to the cloud infrastructure, hardware and networks. Therefore, an organization’s employees are all “privileged insiders” and
can become security liabilities if identity and access control policies are not tightly controlled. IaaS is also vulnerable to attackers
gaining access via encryption breaking, potentially performing man-in-the-middle attacks to steal or modify data. Furthermore,
attackers may try to hijack IaaS resources to run botnets, mine cryptocurrency or launch denial-of-service attacks.
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Q42. WHAT IS INFRASTRUCTURE AS A SERVICE (IaaS)? (Continued...)

Securing IaaS
 
Although deploying cloud services can vastly accelerate business growth and innovation, security cannot become a secondary
consideration in these highly dynamic, distributed environments. When it comes to the security of IaaS environments, businesses
tend to lean one of two ways: they rely solely on the service provider for security, or they extend in-house security measures to the
cloud. Services like AWS® and Azure may offer security controls for their own cloud environments, but users are on their own to
piece together the provided tools into functioning security coverage. Compounded by the fact that most businesses use multiple
cloud environments at once, this approach quickly becomes overwhelming to effectively build and manage. 
 
Consequently, simply extending on-premises security to the cloud negates a lot of the cloud’s agile scalability. On-premises
security products are designed to act as central points of control across an environment, but forcing all traffic through a single
central control point in a highly distributed cloud environment introduces significant friction. Therefore, IT managers need to
create strong IaaS security strategies that implement security technologies purpose-built for the cloud. Applications and data in
the public cloud need to be protected at least as diligently as private networks and on-premises software, hardware, applications,
and data. By working with a trusted partner experienced in combining native tools from cloud services with proven, next-
generation security technologies, organizations will be able to better protect their cloud environments and prevent cyber
breaches.
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SHAPING CAREER

EMPOWERING FUTURE



 

Q43. WHAT IS DATA LOSS PREVENTION (DLP)?

Data loss prevention (DLP) is the practice of protecting and securing a company’s data (e.g., its intellectual property, financial data,
customer or employee information, etc.) to prevent it from being lost, stolen, accessed, or misused by unauthorized individuals.
 
This requires a company to:

Secure data while it is at rest, in use, and in motion.
Secure all endpoints such as desktop computers, laptops, and smart phones to better control and manage who has access to
what data and when.
Monitor the transfer of data both inside and outside of their organization. 
Proactively identity and stop any data leakage.

 
Why DLP is Important?
Companies today are collecting massive amounts of data and storing it in more places than ever (e.g., in their office, in the cloud,
in multiple SaaS applications and cloud storage environments, and so on). In addition, thanks to new cloud and mobile computing
technologies, their employees now have the ability to access a wide variety of applications and data anytime, anywhere, and from
any device.
 
Challenges faced by companies:

Most companies don’t have much visibility into how and where their employees access and use their data, or transfer or share it
with others.
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Q43. WHAT IS DATA LOSS PREVENTION (DLP)? (Continued...)

In a public cloud environment, both the cloud service provider (who is responsible for the underlying cloud infrastructure) and
the data owner (who is responsible for all of their applications and data) are mutually responsible for ensuring cloud security.
Public and private cloud providers often vary in their capabilities, which can lead to inconsistent security and  cloud data
protection for companies.
The number of major data breaches and insider threats caused by well meaning employee, malicious insiders and cyber
criminals continues to increase.

 
Therefore, in order to successfully overcome these challenges, it’s crucial for companies to put a solid data loss prevention strategy
and program in place.
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Q44. WHAT MUST COMPANIES DO TO MAKE DLP EFFECTIVE?

Protect their company and data across their in-house network, cloud, and mobile users.
Centralize their data loss prevention and security management efforts.
Discover, classify, monitor, and protect their data, as well as authenticate users and control who has access to what applications
and data, and when. 
Clearly define and enforce role-based data access and usage policies.
Better oversee and manage third-party vendor security and compliance.
Ensure their data is being stored, accessed, and used in a way that complies with data protection regulations and data privacy
laws, such as the Health Insurance Portability and Accountability Act (HIPAA), the Sarbanes-Oxley Act (SOX), the European Union
General Data Protection Regulation (GDPR), and others. This is especially important since any violations can result in a hefty fine
and/or significant damage to a company’s reputation, or even criminal or civil penalties.
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Q45. DATA CENTER EXPANSION: 3 BENEFITS OF A DATA CLOUD 

To address growing data center demands and provide the added benefits of agility, scalability and global reach, the traditional
data center is transforming into what is commonly referred to as a hybrid data center.
 
A hybrid cloud combines your existing data center (private cloud) resources, over which you have complete control, with ready-
made IT infrastructure resources (e.g., compute, networking, storage, applications and services) that provide bursting and scaling
capabilities found in IaaS (infrastructure as a service) or public cloud offerings, such as Amazon Web Services (AWS).
 
Here are three key benefits of using a hybrid cloud approach:
 
Benefit 1: Start Small and Expand as Needed
A hybrid cloud approach enables you to license IT infrastructure resources on a project-by-project basis with the ability to add
more as needed. Without the public cloud, you would potentially invest in hardware that would sit idly during off-peak times and
only be used for short-term projects.
 
A hybrid cloud also lets you take advantage of component-based development methodologies. If you use AWS for building new
applications, architects and coders can leverage development techniques that are more component-based than previously used
techniques. You can easily separate development, testing and production environments for new applications. Environments can
be cloned or replicated, spooled up, and used as needed with seamless traffic flow and strong security policy enforcement.

APPROACH.
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Q45. DATA CENTER EXPANSION: 3 BENEFITS OF A DATA CLOUD 

Benefit 2: Expand Your Data Center Seamlessly and Transparently
With a hybrid strategy, your public cloud essentially functions as an extension of your data center via an IPsec VPN connection,
allowing you to safely and securely deploy workloads in either location. The IPsec VPN connection acts as an overlay network,
bringing added benefits of privacy and simplicity from the reduction in the number of Layer 3 hops across the end-to-end network.
This allows you to transparently expand your internal IP address space into the public cloud using widely supported routing
protocols. With an overlay network, there’s nothing new or challenging to your network operations team or security specialists,
and security policies can be easily extended to cover the routes. 
 
Benefit 3: Security Policy Consistency – From the Network to the Cloud
Your business relies on the consistent, reliable operation of applications and data whether on-premise or in the cloud. To ensure
your applications and data are protected from cyber adversaries, best practices dictate that your policies be consistent and, ideally,
managed centrally. By centrally managing your on-premise and public cloud security policies, you are able to perform logical
groupings of like rules, security objects and so on. This creates many opportunities for improved efficiency using a single pane of
glass for all your firewalls, public and private.
 
For example, many configuration elements universal to all firewalls in your organization can be configured once and shared with
all firewalls, including such elements as DNS servers, NTP servers, local admin accounts and syslog servers.

APPROACH (Continued...)
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Q46. HOW TO ASSESS RISK IN THE CLOUD?

To properly assess risk in the cloud, organizations should apply any internal risk assessment processes to their cloud deployments.
Additionally, organizations should consider using a risk assessment framework, such as the Cloud Security Alliance (CSA) Cloud
Controls Matrix (CCM). The CCM consists of 16 domains that describe cloud security principles and best practices to help
organizations assess the overall security risk of a cloud provider. The 16 domains are as follows:

Application and interface security
Audit assurance and compliance
Business continuity management and operational resilience
Change control and configuration management
Data security and information lifecycle management
Data center security
Encryption and key management
Governance and risk management
Human resources Identity and access management
Infrastructure and virtualization security
Interoperability and portability
Mobile security
Security incident management, e-discovery, and cloud forensics
Supply chain management, transparency, and accountability
Threat and vulnerability management
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Q47. DEFINE ORGANIZATIONAL CLOUD SECURITY RESPOSIBILITIES.

Executive Leadership Teams 
They must sponsor cloud security efforts. In today’s regulatory landscape, executive sponsorship is practically mandated. The
potential financial impact to a business of regulatory noncompliance can be as devastating as (or worse than) a data breach itself.
Beyond the financial penalties, many regulations carry criminal penalties for business executives and other fiduciaries of a
business.
Executives must lead by example. If corporate policy requires corporate data on mobile devices to be encrypted and access to
SaaS applications needs multi-factor authentication (MFA), then “one-off” exceptions shouldn’t be made for executives. Beyond
leading by example, executives need to ensure that security and compliance initiatives have the appropriate support and
resources, and that the impact of strategic business decisions on the overall security and compliance posture of the organization is
always considered.
 
Security and Compliance Teams 
They define and enforce appropriate policies that securely enable the business. To be effective, security and compliance teams
must understand and align with business goals and objectives, and they must not be a bottleneck to productivity and efficiency.
 
DevOps Teams 
They are under constant pressure to deliver software projects and updates quickly and reduce time to market. To meet these
demands, security requirements must be defined and understood at the beginning of any project and, ideally, integrated into the
application delivery workflow. In this way, development teams can continue moving forward without frequently having to stop and
reset to address security vulnerabilities and compliance violations.

https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security
https://www.paloaltonetworks.com/cloud-security/prisma-public-cloud


 

Q47. DEFINE ORGANIZATIONAL CLOUD SECURITY RESPOSIBILITIES.

Line-of-business Managers 
They have a responsibility to ensure that the organization’s cloud security and compliance governance is understood and adhered
to within their respective areas of the business. As business needs evolve, line-of-business managers should partner with security
teams to evaluate the risk versus return of adopting new tools. Circumventing a security policy, such as a requirement to use only
sanctioned SaaS applications, to achieve a short-term business objective or productivity goal should never be acceptable. Instead,
the security tools should adapt to the business need and drive the desired user behavior.                  
Working with security and compliance teams also helps to ensure that individual lines of business are able to take advantage of
any current relationships the organization may have with vendors or cloud providers to procure services more economically and
get support quickly when it’s needed, instead of operating in a vacuum with siloed cloud technologies and products.
 
DevOps Teams 
They are under constant pressure to deliver software projects and updates quickly and reduce time to market. To meet these
demands, security requirements must be defined and understood at the beginning of any project and, ideally, integrated into the
application delivery workflow. In this way, development teams can continue moving forward without frequently having to stop and
reset to address security vulnerabilities and compliance violations.
 
Individual End Users 
Theyhave a responsibility to follow corporate governance with respect to cloud security and compliance. They must understand
the inherent risks in the cloud and safeguard the data to which they have been entrusted as if it were their own personal data.

(Continued...)
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Q48. WHAT ARE THE 17 WAYS TO STAY SECURE WHILE DEPLOYING

Lock down identity management. Identity and access management determines what parts of the cloud stack users have access to,
and what they can do when they’re there. If a bad actor can gain access to systems using legitimate credentials, compromise is
nearly certain. Do the following:

Require secure passwords. Use the longest password or passphrase allowed by the system, or use a complex password that
includes a mix of letters, numbers, and symbols.
Implement MFA everywhere. Having a strong password is not enough. Organizations need multiple layers of protection. Using a
second validation or authentication method provides another layer of protection for user logins.
Create least privilege roles.  Only give users access to the fewest number of accounts and systems that allow them to be
productive. This limits the damage that can be done if a mistake is made or a bad actor gets access to an account.4
Disable inactive accounts. When employees leave an organization, their access to all systems and their access keys should be
disabled immediately. Inactive accounts leave more endpoints vulnerable, and inactive account activity is not usually monitored
the same as active ones.
Monitor for suspicious user behavior or compromised credentials. Use real-time monitoring that leverages machine learning
and analytics to identify suspicious activity and possibly compromised account credentials.  Secure the compute
layer. Organizations should take steps to secure the compute layer to ensure availability of systems and data, and to keep bad
actors from using their compute power to further spread malware across the business and the internet. Do the following:
Harden the operating system. Remove unnecessary programs that only serve to broaden the attack surface. Stay up to date on
service packs and patches as much as possible.
Continuously check for misconfigurations and anomalies. Use automated tools to detect changes across the environment, as
well as anomalous behavior.

CLOUD ENVIRONMENTS?
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Enable secure login.  Issue Secure Shell (SSH) keys to individuals. This keeps assets protected when moving across unsecured
networks.
Implement inbound and outbound firewall rules. Set definitive rules about what, how much, and who can send, receive, and
access both inbound and outbound data. Many organizations are reluctant to set up outbound rules, but because attackers will
attempt to steal (exfiltrate) sensitive data and intellectual property, it’s important to ensure outbound rules are explicitly
defined. Firewall rules need to be created at the application layer rather than the transport or network layer (IP and port
information) to prevent attackers from piggybacking off open ports (such as the Domain Name System [DNS] on port 53)
Use only trusted images. Build images or templates from scratch, or get them from very trusted sources, like AWS or Microsoft
Azure. Don’t use images from Stack Overflow or random message boards and user communities. Secure storage. If attackers
get access to the storage layer, they can potentially delete or expose entire buckets or blobs of data. Do the following: 
Manage data access.  Identity and access management (IAM) policies and access control lists (ACLs) help you centralize the
control of permissions to storage. Security policies allow organizations to enable or deny permissions by accounts, users, or
based on certain conditions like date, IP address, or whether the request was over a Secure Sockets Layer (SSL) encrypted
session.
Classify data.  Automatically classify data to understand what type of data is stored and where it’s stored. Data classification
policies should be matched to security policies, and any violations should be flagged or automatically remediated.
Encrypt, encrypt, encrypt.  Encrypt data both in transit and at rest. Note that the metadata is often not encrypted, so
organizations should not store sensitive information in cloud storage metadata.

Q48. WHAT ARE THE 17 WAYS TO STAY SECURE WHILE DEPLOYING
CLOUD ENVIRONMENTS? (Continued...)
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Enable versioning and logging. Versioning allows organizations to preserve, retrieve, and restore data if something goes wrong.
With versioning turned on, businesses can restore from an older version of the data if a threat or application failure causes loss
of data. Maintaining access logs provides an audit trail in case someone or something gets into your system.
Do not allow Delete rights (or require MFA for Delete). Organizations should set up roles in their cloud infrastructure that do not
allow users to delete any data. Many cloud storage solutions enable a feature that requires MFA to delete any version of data
stored in the storage layer.
Continuously check for mis-configurations and anomalies.  Use automated tools to detect misconfigured storage and
permissions settings, as well as anomalous file access behavior. Protect your cloud services. After you’ve secured the perimeter
and enforced smart policies, you need to focus on security specifically for your services in the cloud.
Use source control to secure versions, access to builds, and deployment instances. This will reduce the surface area of your
code and limit the potential for attacks across your entire network.

Q48. WHAT ARE THE 17 WAYS TO STAY SECURE WHILE DEPLOYING
CLOUD ENVIRONMENTS? (Continued...)
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Three key security requirements to safely enable Microsoft Office 365 applications: 
 
Visibility Into Microsoft Office 365 Usage
Securely enabling SaaS applications begins with visibility into the applications themselves and who is using them. A next-
generation firewall provides visibility across all user, folder and file activity, at the network level, to determine which applications
are being used by which users, and defines the usage behavior (e.g., file upload or download, or access from personal accounts
versus enterprise accounts). This helps to identify the related risks to determine whether a given SaaS application should be
sanctioned, unsanctioned or tolerated. Categorizing SaaS applications controls usage at the network level, providing the visibility
needed to define a SaaS usage policy to begin migrating users to sanctioned-only SaaS applications.

http://news.microsoft.com/bythenumbers/
https://www.microsoft.com/investor/reports/ar15/index.html#general

 
Prevent Malware Insertion and Data Loss
SaaS applications are often the first insertion point for malware and the last exfiltration point for data loss, and thus should be
protected in the same manner as network applications. The ability to exert a consistent control and prevention policy is critical as it
yields unparalleled visibility. This level of visibility allows organizations to inspect content for data risk violations as it moves to the
cloud, controlling access to shared data via a contextual policy.

Q49. WHAT ARE THE 3 REQUIREMENTS TO SAFELY ENABLE 
MICROSOFT OFFICE 365?
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Microsoft Office 365 Control on the Network
Policies to control sanctioned and unsanctioned SaaS applications are relatively straightforward: Either allow access without
restriction or block usage outright. Tolerated applications, however, require a more granular and measured policy to control
usage, particularly those controlled by a third party or business partner. To simultaneously increase security and provide more
capabilities to end users, organizations can standardize on an enterprise-sanctioned application, such as Microsoft Office 365, to
move users off tolerated applications altogether to ones that are sanctioned. Similarly, policy should be applied to move users off
personal accounts to enterprise-owned, sanctioned accounts.

Q49. WHAT ARE THE 3 REQUIREMENTS TO SAFELY ENABLE 
MICROSOFT OFFICE 365? (Continued...)
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Q50. WHAT IS CLOUD SECURITY SERVICE, CLOUD STORAGE, AND
CLOUD TECHNOLOGY?

Cloud Platform as a Service
For these reasons, cloud providers and organizations have found it effective to implement a next-generation security platform
approach for comprehensive data security in the cloud, with shared, on-demand, ubiquitous, and convenient access to local SAN
and NAS. Platform as a service, or PaaS, is a category of cloud computing services that provides customers with an integrated
system in which to store, develop, run, back up, and manage applications and data, but avoids the complexity of building and
maintaining the infrastructure typically associated with developing and launching apps.
 
PaaS is delivered as a public cloud service from a provider, where the consumer controls software deployment with minimal
configuration options, and the provider provides the infrastructure – the networks, servers, storage, operating systems and
middleware. The organization creates and deploys applications onto the cloud service provider’s platform using the cloud service
provider’s programming tools and services. The cloud service provider controls the underlying infrastructure and operating
system, but does not manage the applications.
 
By extending and enforcing existing enterprise security tools and encryption policies across the cloud, including authentication,
encryption and other prevention strategies, companies can mitigate risk, ensure compliance and avoid data exposure.
 
Infrastructure as a Service
The Public CloudIaaS, also called the public cloud, is the most impactful computing paradigm to emerge since the internet boom of
the early 2000s and the increase in software as a service, or SaaS, technology resources. Just as the nascent days of the internet
boom changed the way we do business, so too has the public cloud. 
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Q50. WHAT IS CLOUD SECURITY SERVICE, CLOUD STORAGE, AND
CLOUD TECHNOLOGY? (Continued...)

According to IDC® Research, of the more than 11,000 enterprises that participated in the firm’s CloudView 2016 survey, 80 percent
are embracing or moving toward AWS®, Microsoft® Azure® or some other public cloud platform. The size and type of projects
these organizations are migrating are equally significant. This shows how the public cloud is no longer an “exploration exercise.”
Full production workloads are being moved, with some organizations stating that more than 50 percent of their workloads will be
public-cloud-based within the next five years. Others are making bold statements that they will no longer have any data centers
within five years.
The move to the public cloud is driven strongly by the business groups, and the velocity is such that security becomes a secondary
consideration in some cases, solely because security moves in a purposeful manner while cloud environments move at light speed.
However, no one would dispute the fact that applications and data in the private cloud, the public cloud or accessed through a
cloud storage service need to be protected with as much diligence as private networks and on-premise software, hardware,
applications, and data.
 
Comprehensive, Scalable Cloud Security with Flexible Licensing Options
In response to concerns about cloud security risks, including data loss and intrusion, Palo Alto Networks® GlobalProtect™ cloud
service  makes next-generation security infrastructure available to customers in a cloud-based offering with cloud storage and
preventive capabilities, including safe enablement of applications, threat prevention, URL filtering, and WildFire® threat analysis
service. This complete cloud system delivers powerful security services that secure remote networks and mobile users, helping
widely distributed and global organizations reduce the management complexity of costly, time-consuming cloud deployments.

https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security


Q50. WHAT IS CLOUD SECURITY SERVICE, CLOUD STORAGE, AND
CLOUD TECHNOLOGY? (Continued...)

Palo Alto Networks provides a multi-tenant, cloud-based security infrastructure at a predictable cost, with a pay-as-you-go
subscription model and pay-per-use licensing options. This allows managers to quickly and easily add or remove remote locations
and users, as well as create or adjust security policies. With this flexible, on-demand cloud security service, data centers of any size
have scalable options to accommodate growth demands and achieve consistent security throughout their computing
environments, regardless of users’ locations or devices.

https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security


Q51. HOW IS NGFW FOR CASB,  MORE EFFECTIVE CLOUD SECURITY
APPROACH?

A next-generation firewall combines user, content and application inspection features within firewalls to enable CASB functions.
The inspection technology is then capable of mapping users to applications to deliver granular control over cloud application
usage – regardless of location or device. Relevant features to CASB within NGFW include granular app control (including SaaS and
on-premise apps), app-specific function control, URL and content filtering, policies based on application risk, DLP, user-based
policies, and preventing known and unknown malware. 
 
Customers who choose an NGFW-based approach should have deployment flexibility, using one or a combination of the following
scenarios:

NGFW as an Appliance: Beyond physical appliances that may already be in place, virtual firewalls can act as gateways in the
cloud to ensure maximum global coverage for remote users, eliminating the overhead of deploying additional hardware. Most
customers already have this component deployed for on-premise users. ·   

    
NGFW as a Cloud Service:  In this scenario, the multi-tenant, cloud-based security infrastructure should be managed and
maintained by the security vendor. For example, the Palo Alto Networks  Prisma™ Access (formerly GlobalProtect™ cloud
service) enables customers to utilize the preventive capabilities of the Palo Alto Networks Next-Generation Security Platform to
secure remote networks and mobile users. The service can be a simple extension to their existing NGFW deployment to prevent
the exfiltration of sensitive data across all apps, SaaS-based or not. Customers can reduce the complexity and cost of managing
global deployments, and gain consistent protection across cloud environments.

https://www.paloaltonetworks.com/cyberpedia/what-is-serverless-security


Q51. HOW IS NGFW FOR CASB,  MORE EFFECTIVE CLOUD SECURITY
APPROACH? (Continued...)

What’s more, when an inline NGFW approach is used as part of an integrated, prevention-first, next-generation security platform –
including an NGFW, threat intelligence cloud, API-based SaaS security service and advanced endpoint protection – customers can
stop data leaks from their cloud apps; reduce threat exposure by controlling sanctioned and unsanctioned application usage;
prevent known and unknown threats within allowed traffic and ensure that their cloud application adoption remains compliant.
 
A next-generation security platform, in fact, provides complete cloud protection at a lower total cost of ownership than typical
CASBs.
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